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��+ H ;$&6N1T i1]%��.0#%)1.0>1/19�;$;?BC&(),41.02�"$/1@A.08:+-),"$.0/1# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T x-m

 
��+ H ;$&6N1T N1]%��.08:+-;?������8:.0#%),#�9�#%"$/1F=����BC&(8:41+-/1"$#%BC# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T x-m

 
��+ H ;$&6N1T l1]%��.0#%)1.0>1+R2�.09 H ;$&6),41'*&(+-2�#%L�"$),8:4�9�#%"$/1F='*&(F79�;$+-'EZ,+-@A+R),41'*&(+-2�# T�T�T�T�T�T�T�T�T�T�T�T�T x-j

 
��+ H ;$&6N1T x1]%��.0#%)1.0>1+-'*F79�BC&(/1)18:.0G�<7"$/1F T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T x-j

 
��+ H ;$&6N1T v1]%��&('*@A&('E),41'*.09�F741G�9�) T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v-i

 
��+ H ;$&6N1T n1]%oQ& H�� ��&(;$&(G�41.0/1<=#%&('*@A&('EG�&('*>,.0'*BC+-/18:& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v-i

 
��+ H ;$&6x1T i1]%��9�/1+R'*&(BC.0),&6G�.0"$/1),&('E"$/1#%),'*9�8:),"$.0/1# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T k-N

 
��+ H ;$&6x1T N1]%��;$+-#%#%&(#�),41+-)1#%41+-'*&68:.02�&6�,+-;$;?+-'*&6"$/ ` +-@A+1T ;$+-/1F7� T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T j-O

 
��+ H ;$&6x T l1]%��&(BC.0),&6G�.0"$/1),&('EG�&('*>,.0'*BC+-/18:&(S-L�"$),41.09�)18:+-8:41"$/1F=.0G�),"$BC"$M-+-),"$.0/1# T�T�T�T�T�T�T�T j-i

 
��+ H ;$&6x1T x1]%��G�&(&(2�.0>1;$.08:+-;?+-/12�'*&(BC.0),&6;$"$#%)1),'*+-@A&('*#%+-;$# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T j-n

 
��+ H ;$&6x1T v1]%��&('*@A;$&()1'*&(#%G�.0/1#%&6#%G�&(&(2 T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T j-k
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57"$F79�'*&6i1T i1]%��;$+-#%#%"$>,<7"$/1F=G�'*.0),&(8:),"$.0/�BC&(8:41+-/1"$#%BC# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v

 
57"$F79�'*&6i1T N1]%��#%"$/1F="$/12�"$'*&(8:),"$.0/�),.3"$BCG�;$&(BC&(/1)1'*&(@A.08:+-),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T i-n

 
57"$F79�'*&6N1T i1]%��&('*"$+-;$"$M-+ H ;$&6. Ha` &(8:)1G�+-#%#%&(2�),41'*.09�F74����h� T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T N-k

 
57"$F79�'*&6N1T N1]%��"$#%G�+-),8:4�#%&('*@A;$&()1&(WX+-BCG�;$& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T N-m

 
57"$F79�'*&6N1T l1]%��&(BC.0),&6BC&(),41.02�"$/1@A.08:+-),"$.0/�&(WX+-BCG�;$& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T N-j

 
57"$F79�'*&6N1T x1]%��41&6��+-G�+ H "$;$"$),<=8:;$+-#%# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T l-O

 
57"$F79�'*&6N1T v1]%��'*&(+-),"$/ F=+R8:+-G�+ H "$;$"$),< T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T l-i

 
57"$F79�'*&6N1T n1]%��&(;$&(8:),"$@A&6'*&(@A.08:+-),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T l-N

 
57"$F79�'*&6N1T k1]%�h9�;$),"$G�;$&6"$/12�"$'*&(8:),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T l-N

 
57"$F79�'*&6N1T m1]%��+-G�+ H "$;$"$),<=8:'*&(+-),"$.0/�&(WX+-BCG�;$& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T l-l

 
57"$F 9�'*&6N1T j1]%��+-G�+ H "$;$"$),<="$BCG�;$&(BC&(/1),+-),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T l-x

 
57"$F79�'*&6N1T i-O1]%��41'*&(+-2�#%&(F7BC&(/1)1"$BCG�;$&(BC&(/1),+-),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T l-n

 
57"$F79�'*&6N1T i-i1]%��&(&(2�"$/1F=+R/1&(L[),+-#%J T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T l-j

 
57"$F79�'*&6N1T i-N1]%��&(#%.0;$@A&('E"$/1),&('*>,+-8:& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T x-v

 
57"$F79�'*&6l1T i1]%��9�/1+R),<7G�&6#%<7#%),&(B T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v-n

 
57"$F79�'*&6l1T N1]%��41&6��&('*BC"$)18:;$+-#%# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v-n

 
57"$F79�'*&6l1T l1]%��41&6�Q.0G�&('*+-),.0' T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T v-k

 
57"$F79�'*&6l1T x1]%��<7G�&(8:41&(8:J7"$/1F='*9�;$&(#�>,.0'E>,"$&(;$2�.0G�&('*+-),"$.0/1# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T v-j

 
57"$F79�'*&6l1T v1]%��#%"$/1F='*&(BC.0),&62�+-),+R#%),'*9�8:),9�'*&(# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T n-i

 
57"$F79�'*&6l1T n1]%57"$;$&(��&('*@A;$&()1&(WX+-BCG�;$& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T n-N

 
57"$F79�'*&6l1T k1]%��.0G�<7"$/1F=+R��&(D79�&(#%)1. Ha` &(8:) T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T n-l

 
57"$F79�'*&6l1T m1]%��9 H 8 ;$+-#%#�&(WX+-BCG�;$& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T n-x

 
57"$F79�'*&6l1T j1]%��/1),&('*BC&(2�"$+-'*<=),.3��&('*@A;$&()1"$/1),&('*>,+-8:& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T n-n

 
57"$F79�'*&6l1T i-O1]%��+-;$;$"$/1F=+R��&(BC.0),&(��&('*@A;$&() T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T n-n

 
57"$F79�'*&6l1T i-i1]%��&('*BC"$)1@A+-'*"$+ H ;$&(# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T n-m
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57"$F79�'*&6l1T i-N1]%��41+-"$/1"$/1F=8:+-G�+ H "$;$"$),"$&(# T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T n-j
 

57"$F79�'*&6x1T i1]%��&(+-2�+->,),&('E'*&(@A.0J7& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T k-x
 

57"$F79�'*&6x1T N1]%�h.02�"$>,<=+->,),&('E'*&(@A.0J7& T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T k-x
 

57"$F79�'*&6x1T l1]%��&(),&('*BC"$/1"$#%),"$8s&(@A+-;$9�+-),"$.0/ T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T�T T�T�T�T�T k-v
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CHAPTER ONE: 
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Figure 1.1: Classifying protection mechanisms 
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1.2.1 Address-based protection mechanisms 
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1.2.1.1 Virtual memory protection 
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1.2.1.2 Software fault isolation 
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1.2.2 Type-based protection mechanisms 
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1.2.2.1 Capability systems 
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1.2.2.2 Language-based protection mechanisms 
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1.3 Where does language-based protection fall short? 
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class A {  
  public int meth1(int a1, int a2) {…}  
}  
 
class AWrapper {  
  private A a;  
  private boolean revoked;  
  public int meth1(int a1, int a2) {  
    if(!revoked) return a.meth1(a1, a2);  
    else throw new RevokedException();  
  }  
  public void revoke() { revoked=true; }  
  public AWrapper(A realA) {  
    a = realA; revoked = false; }  
}  

Figure 1.2: Using indirection to implement revocation 

1.3.3 Inter-program dependencies and side effects 
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1.4 The task 
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),&('*BC"$/1+-),"$/1F=.0/1;$<=),41'*&(+-2�#�;$&(+-@A&(#�. Ha` &(8:),#�+-/12�8:.02�&(S-#%9�F7F7&(#%),"$/1F
),41+-)1),41&6+-F7F7'*&(F7+-),&6#%),'*9�8:),9�'*&6+-; #%.3&(/18:.0BCG�+-#%#�. Ha` &(8:),#�+-/12�8:.02�&7T

• 
��/1+-;$<7M-"$/1F=),41&6#%&(8:9�'*"$),<=.0>1+R#%<7#%),&(B\'*&(D79�"$'*&(#�2�&(),&('*BC"$/1"$/1F=L�41&('*&
),41& H .09�/12�+-'*"$&(# H &(),L�&(&(/�G�'*.0F7'*+-BC#�+-'*&(t-),4 &(#%& H .09�/12�+-'*"$&(#�+-'*&
2�&(),&('*BC"$/1&(2 H < ),41& #%),'*9�8:),9�'*&6.0>1),41&6#%<7#%),&(B +-#�+RL�41.0;$& T

• 
��BCG�;$&(BC&(/1) "$/1F='*&(@A.08:+-),"$.0/�'*&(D79�"$'*&(#�2�&(8:"$2�"$/1F=L�41"$8:4�. Ha` &(8:),#�+-'*&
#%&(/1#%"$),"$@A&6&(/1.09�F74�),.3L�+-'*'*+-/1)1),41&68:.0#%),t-. Ha` &(8:),#�#%41+-'*&(2 H &(),L�&(&(/
G�'*.0F7'*+-BC#�+-'*&6BC.0'*&6;$"$J7&(;$<=),.3/1&(&(2�'*&(@A.08:+-),"$.0/�),41+-/�. Ha` &(8:),#�),41+-)1+-'*&
G�'*"$@A+-),&6),.3+RG�'*.0F7'*+-B�T

• 
��&(#%.09�'*8:&6+-8:8:.09�/1),"$/1F='*&(D79�"$'*&(#�J7/1.0L�"$/1F=L�41"$8:4�'*&(#%.09�'*8:&(# H &(; .0/1F
),.3L�41"$8:4�G�'*.0F7'*+-BCS-L�41"$8:4�"$#�+-F7+-"$/�+-/�"$#%#%9�&6.0>1+-F7F7'*&(F7+-),&
#%),'*9�8:),9�'*&7T

• 
oQ41.0;$& � G�'*.0F7'*+-B\.0G�),"$BC"$M-+-),"$.0/�BC9�#%)1+-8:8:.09�/1)1>,.0'E+-;$;?G�'*.0F7'*+-BC#
;$.0+-2�&(2�"$/1),.3+R#%41+-'*&(2�&(/1@A"$'*.0/1BC&(/1),S-L�41"$8:4�"$#�),.0.38:.0+-'*#%&7]�"$)1L�.09�;$2
H & H &(),),&('E),.3+-G�G�;$<=#%9�8:4�+-/1+-;$<7#%"$#�+-)1+R>,"$/1&('EF7'*+-/19�;$+-'*"$),<7S-#%.3),41+-) .0/1&
G�'*.0F7'*+-BC��# H &(41+-@A"$.0'E2�.0&(# / . )1G�&(/1+-;$"$M-&6+-/1.0),41&('EG�'*.0F7'*+-BC��#
G�&('*>,.0'*BC+-/18:&7T�57.0'E),41"$#%S-L�&6/1&(&(2�#%.0BC&6+-F7F7'*&(F7+-),&6#%),'*9�8:),9�'*&
BC+-'*J7"$/1F=),41& H .09�/12�+-'*"$&(# H &(),L�&(&(/�G�'*.0F7'*+-BC#-T

��/�),41"$#�),41&(#%"$#%S �_G�'*.0G�.0#%&6+-/�+-F7F7'*&(F7+-),&6#%),'*9�8:),9�'*&68:+-;$;$&(2�+ b,c:dfe S-L�41"$8:4
8:.0/1#%"$#%),#�.0>1+-;$;?.0>1+RG�'*.0F7'*+ BC��#�. Ha` &(8:),#%S-8:.02�&(S-+-/12�),41'*&(+-2�#�),.0F7&(),41&('(T���+-#%J7#�+-'*&
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+-/1+-;$.0F7.09�#�),.3),'*+-2�"$),"$.0/1+-;?.0G�&('*+-),"$/1F=#%<7#%),&(B\G�'*.08:&(#%#%&(#�+-/12�),+-#%J7#-T� �<=2�&(+-;$"$/1F
L�"$),4�. Ha` &(8:),#%S-8:.02�&(S-+-/12�),41'*&(+-2�#�),.0F7&(),41&('E'*+-),41&('E),41+-/�"$/�"$#%.0;$+-),"$.0/1S-),+-#%J7#�BC+-J7&
F79�+-'*+-/1),&(&(#�+ H .09�)1),41&6"$/1),&('*+-8:),"$.0/ H &(),L�&(&(/�),41&6),41'*&(&7T 57.0'E&(WX+-BCG�;$&(S-+R),+-#%J7��#
),41'*&(+-2�#�+-'*&6F79�+-'*+-/1),&(&(2�.0/1;$<=),.3'*9�/�),41&6),+-#%J7��#�.0L�/�8:.02�& p ),41&(<=8:+-/1/1.0)18:'*.0#%#
.0@A&('E+R),+-#%J H .09�/12�+-'*<=+-/12�'*9�/�#%.0BC&(.0/1&6&(;$#%&(��#�8:.02�&7T���"$/18:&6Z,+-@A+R. Ha` &(8:),#�8:.0/1),+-"$/
8:.02�&6+-#�L�&(;$;?+-#�2�+-),+-S-"$BCG�;$&(BC&(/1),"$/1F=),41"$#�F79�+-'*+-/1),&(&6'*&(D79�"$'*&(#�2�"$#%),"$/1F79�"$#%41"$/1F
BC&(),41.02 8:+-;$;$#�.0/�+R),+-#%J7��#�.0L�/�. Ha` &(8:),#��,L�41"$8:4�.0/1;$<=8:.0/1),+-"$/�+R),+-#%J7��#�.0L�/�8:.02�&(�
>,'*.0B\BC&(),41.02�8:+-;$;$#�.0/�.0),41&('E),+-#%J7#%��. Ha` &(8:),#%S-L�41"$8:4�'*&(D79�"$'*&(#�2�"$#%),"$/1F79�"$#%41"$/1F=.0/1&
),+-#%J7��#�. Ha` &(8:),#�>,'*.0B\+-/1.0),41&('E),+-#%J7#%��. Ha` &(8:),#-T���419�#%S-+R),+-#%J7��#�#%),'*9�8:),9�'*&6"$/�),&('*BC#�.0>
. Ha` &(8:),#�"$#�"$/1),&('*),L�"$/1&(2�L�"$),4 ),41&6),+-#%J7��#�#%),'*9�8:),9�'*&6"$/�),&('*BC#�.0>1),41'*&(+-2�#�+-/12�8:.02�&7T

��+-#%J7#�>,.0'*B\+R>,'*+-BC&(L�.0'*J="$/�L�41"$8:4�'*&(@A.08:+-),"$.0/1S-),&('*BC"$/1+-),"$.0/1S-#%<7#%),&(B
+-/1+-;$<7#%"$#%S-'*&(#%.09�'*8:&6+-8:8:.09�/1),"$/1F7S-+-/12�L�41.0;$& � G�'*.0F7'*+-B\.0G�),"$BC"$M-+-),"$.0/�+-'*&6),'*+-8:),+ H ;$&7]

• 
	�/1;$<=G�.0"$/1),&('*#�),.3. Ha` &(8:),#�"$/�.0),41&('E),+-#%J7#�/1&(&(2�),. H &6'*&(@A.08:+ H ;$&(t
G�. "$/1),&('*#�),.3+R),+-#%J7��#�.0L�/�. Ha` &(8:),#�/1&(&(2�/1.0)1#%9�G�G�.0'*)1'*&(@A.08:+-),"$.0/UT

• 
oQ41&(/�+R),+-#%J="$#�),&('*BC"$/1+-),&(2�S-"$),#�),41'*&(+-2�#%S-8:.02�&(S-+-/12�. Ha` &(8:),#�+-'*&6#%419�)
2�.0L�/�),.0F7&(),41&('(T���;$;?G�.0"$/1),&('*#�"$/1),.3),41&6),&('*BC"$/1+-),&(2�),+-#%J=+-'*&
'*&(@A.0J7&(2�S-#%.3),41+-)1),41&6),+-#%J7��#�. Ha` &(8:),#�+-'*&69�/1'*&(+-8:41+ H ;$&(S-+-/12�8:+-/
),41&('*&(>,.0'*& H &6F7+-' H +-F7&68:.0;$;$&(8:),&(2sT���;$),41.09�F74�#%),.0G�G�"$/1F=),41&6),+-#%J7��#
),41'*&(+-2�#�#%9�2�2�&(/1;$<=BC+-<=G�'*.02�9�8:&62�+-BC+-F7&(2�. Ha` &(8:),#�"$/�),41&6),+-#%J7S
),41&(#%&6. Ha` &(8:),#�+-'*&69�/1'*&(+-8:41+ H ;$&(S-#%.3/1.3;$"$@A&6),+-#%J=L�"$;$;?#%&(&6),41&(B�T

• 
��+-#%J7#�&(#%),+ H ;$"$#%4�+R8:;$&(+-' H .09�/12�+-'*< H &(),L�&(&(/�G�'*.0F7'*+-BC#%S-#%.3),41+-)
+-/1+-;$<7M-"$/1F="$/1),&(' � G�'*.0F7'*+-B\8 .0BCBC9�/1"$8:+-),"$.0/�"$#�&(+-#%"$&('(T

• 
��+-#%J7#�G�'*.0@A"$2�&6+R@A&('*<=#%"$BCG�;$&6'*&(#%.09�'*8:&6+-8:8:.09�/1),"$/1F=BC.02�&(;g]�+R),+-#%J
G�+-<7#�.0/1;$<=>,.0'E),41.0#%&6. Ha` &(8:),#�),41+-)1"$)1&(WXG�;$"$8:"$),;$<=+-;$;$.08:+-),&(#�L�"$),4�),41&
Z,+-@A+

new
.0G�&('*+-),.0'*t-"$)1"$#�/1.0)18:41+-'*F7&(2�>,.0'E. Ha` &(8:),#�+-;$;$.08:+-),&(2 H <=.0),41&('

),+-#%J7#-T
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• 
�!8:.0BCG�"$;$&('E8:+-/�G�&('*>,.0'*B\L�41.0;$& G�'*.0F7'*+-B\.0G�),"$BC"$M-+-),"$.0/1#�+-)1+R),+-#%J
F7'*+-/19�;$+-'*"$),<7S H &(8:+-9�#%&62�<7/1+-BC"$8:+-;$;$<=;$.0+-2�"$/1F=8:.02�&6"$/1),.3.0/1&6),+-#%J
2�.0&(#�/1.0)1+->,>,&(8:)1),41&68:.02�&6.0>1.0),41&('E),+-#%J7#-T�� L�" ;$;?8:+-;$;?),41&(#%&  |�-�:��� ¡ b,c:dfe
�:�-b,��¢���£:c:b,���:�7d T

1.4.1 Distinguishing local and remote objects 
��41&6J7&(<=>,&(+-),9�'*&6.0>1),41&6),+-#%J=BC.02�&(;?"$# ),41& 2�"$#%),"$/18:),"$.0/ H &(),L�&(&(/�.0/1&6),+-#%J7��#

'*&(#%.09�'*8:&(#�+-/12�+-/1.0),41&('E),+-#%J7��#�'*&(#%.09�'*8:&(#-T ��8:),"$.0/1#�.0/�+R),+-#%J7��#�;$.08:+-;?'*&(#%.09�'*8:&(#
2�"$>,>,&('E>,'*.0B\+-8:),"$.0/1#�.0/�.0),41&('E),+-#%J ��#�'*&(#%.09�'*8:&(#-T 57.0'E&(WX+-BCG�;$&(S ),41&68:.0BCG�"$;$&('E.0'
'*9�/ � ),"$BC&6#%<7#%),&(B\BC9�#%) G�&('*>,.0'*B\'*&(@A.08:+-),"$.0/�8:41&(8:J7# ),.3+-8:8:&(#%# �f�f¢��:b,� G�. "$/1),&('*#�),.
.0),41&('E),+-#%J7#%��. Ha` &(8:),# S H 9�)1/1.0) ),.3+-8:8:&(#%# ���:�qc:� G�.0"$/1),&('*#�),.3+R),+-#%J7��#�.0L�/�. Ha` &(8:),#-T���/
+-2�2�"$),"$.0/1S BC&(),41.02�"$/1@A.08:+-),"$.0/1#�.0/�'*&(BC.0),&6G�.0"$/1),&('*#�BC9�8:4�#%L�"$),8:4�),41'*&(+-2�#�#%.3),41+-)
+R),+-#%J7��#�),41'*&(+-2�2�.0&(# / . )1'*9�/�+-/1.0),41&('E),+-#%J7��#�8:.02�&7T

��41&62�"$#%),"$/18:),"$.0/ H &(),L�&(&(/ ;$.08:+-;?+-/12�'*& BC.0),&6. Ha` &(8:),# BC"$F741) H &6&(/1>,.0'*8:&(2 H <
),41&6'*9�/ � ),"$BC& #%<7#%),&(B .0' H < ) 41&6G�'*.0F7'*+-BCBC&('(T ��.3#%),+-'*)1L�"$),41S-8 .0/1#%"$2�&('E+-/
"$BCG�;$&(BC&(/1),+-),"$.0/�L�41&('*& ),41&6'*9�/ � ),"$BC&6#%<7#%),&(B BC+-J7& # ),4 & 2�"$#%),"$/18:),"$.0/ L�"$),4�/1.
&(WXG�;$"$8:"$) 2�"$'*&(8:),"$@A&(#�>,'*.0B\),41&6G�'*.0F7'*+-BCBC&('(T���&('*41+-G�#�&(+-8:4�. Ha` &(8:)1L�.09�;$2 H &
),+-F7F7&(2�L�"$),4�),41&6),+-#%J=),41+-)1+-;$;$.08:+-),&(2�"$),S-+-/12�&(@A&('*<=.0G�&('*+-),"$.0/�.0/�+-/�. Ha` &(8:)1L�.09�;$2
>,"$'*#%)18:41&(8:J=),.3#%&(&6L�41&(),41&('E),41&6. Ha` &(8:)1"$#�;$.08:+-;?.0'E'*&(BC.0) &7T�K�.0L�&(@A&('*S-),41"$#�L�.09�;$2
#%;$.0L[2�.0L�/�.0G�&('*+-),"$.0/1#�.0/�;$.08:+-;?. Ha` &(8:),#�+-/12�.0G�&('*+-),"$.0/1#�.0/�'*&(BC.0),&6. Ha` &(8:),#-T


�@A&(/�"$>1),41&6'*9�/ � ),"$BC&6#%<7#%),&(B\8:.09�;$2�"$BCG�;$&(BC&(/1)1),41&6;$.08:+-; � '*&(BC.0),&
2�"$#%),"$/18:),"$.0/�&(>,>,"$8:"$&(/1),;$<=L�"$),4�/1.341&(;$GV>,'*.0B\),41&6G�'*.0F7'*+-BCBC&('*S-&(WXG�;$"$8:"$)
G�'*.0F7'*+-BCBC&('E"$/1@A.0;$@A&(BC&(/1)141+-#�+R#%&(@ &('*+-;?+-2�@A+-/1),+-F7&(#-T�57"$'*#%),S-'*&(BC.0),&68:.02�&6"$#
BC.0'*&62�+-/1F7&('*.09�#�),41+-/�;$.08:+-;?8:.02�&6�,;$.08:+-;?8:.02�&6"$#�),'*9�#%),&(2�S-L�41"$;$&68:.02�&6"$/�+-/1.0),41&('
),+-#%J=BC+-<=41+-@A& H &(&(/�L�'*"$),),&(/ H <=+-/�+-2�@A&('*#%+-'*<7�,S-#%.3),41&6G�'*.0F7'*+-BCBC&('E#%41.09�;$2
J7/1.0L L�41"$8:4 BC&(),41.02�8:+-;$;$#�+-'*&6.0/�'*&(BC.0),&6. Ha` &(8:),#%S-#%.3),41+-) ),41&6BC&(),41.02���#
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+-'*F79�BC&(/1),#�+-/12�'*&(),9�'*/�@A+-;$9�&(#�+-'*&6),'*&(+-),&(2�L�"$),4�8:+-9�),"$.0/UT���&(8:.0/12�S-'*&(BC.0),&
G�.0"$/1),&('*#�+-'*&6'*&(@A.08:+ H ;$&(S-+-/12�"$>1'*&(BC.0),&6G�.0"$/1),&('*#�+-'*&(/1��)1#%),+-),"$8:+-;$;$<=2�"$#%),"$/1F79�"$#%41&(2�S
c:�7�R�-�:���7b,�f� "$#�G�.0),&(/1),"$+-;$;$<='*&(@A.08:+ H ;$&7T���41"$# ;$&(+-@A&(# Z,+-@A+RG�'*.0F7'*+-BC#�.0/ #%41+-J7<
F7'*.09�/12s] 41. L[8:+-/�+RG�'*.0F7'*+-BCBC&('E2�&(+-;?L�"$),4�+RL�.0'*;$2�L�41&('*&6.0'*2�"$/1+-'*<=;$.0.0J7"$/1F
. Ha` &(8:),#�#%9�2�2�&(/1;$<=#%),.0GVL�.0'*J7"$/1F7w¤57.0'E"$/1#%),+-/18:&(S-#%9�G�G�.0#%&

String
. Ha` &(8:),# L�&('*&

'*&(@A.08:+ H ;$&7T���),'*"$/1F7#�+-'*&6.0>,),&(/�9�#%&(2�+-#�J7&(<7#�>,.0'E41+-#%4�),+ H ;$&(#%S-+-/12�+R#%),+-/12�+-'*2�Z,+-@A+
41+-#%4�),+ H ;$&6"$#�"$BCG�;$&(BC&(/1),&(2�+-#�+-/�+-'*'*+-< .0>1;$"$/1J7&(2�;$"$#%),#%S-L�41&('*&6&(+-8:4�;$"$/1J=41.0;$2�#�+
J7&(< � @A+-;$9�&6G�+-"$'(T���>1.0/1&6.0>1),41&

String
J7&(<7#�"$#�'*&(@A.0J7&(2�S-"$)1L�"$;$;?>,+-"$;?&(@A&('*<=),"$BC&6"$)

"$#�D79�&('*"$&(2�>,.0'E&(D79�+-;$"$),<YT���.0)1.0/1;$<=2�.0&(#�),41"$#�G�'*&(@A&(/1)1),41&6'*&(@A.0J7&(2�#%),'*"$/1F7��#�.0L�/
+-#%#%.08:"$+-),&(2�@A+-;$9�&6>,'*.0B H &("$/1F='*&(),'*"$&(@A&(2�S "$) +-;$#%. G�'*&(@A&(/1) # ;$"$/1J7#�>,.0;$;$.0L�"$/1F="$)1"$/�"$),#
;$"$#%)1>,'*.0B H &("$/1F='*&(+-8:41&(2 S L�41"$8:4 L�"$;$; G�'*. H + H ;$<=8:.0BC&6+-#�+R#%9�'*G�'*"$#%&6),. ),41&
G�'*.0F7'*+-BCBC&('(T

��+-),41&('E),41+-/�41+-@A&6),41&6'*9�/ � ),"$BC&6#%<7#%),&(B\),'*<=),.32�&(),&('*BC"$/1&6'*&(BC.0),&(/1&(#%#
2�<7/1+-BC"$8:+-;$;$<7S-+-/1.0),41&('E+-G�G '*.0+-8:4�"$#�),.341+-@A&6),41&6G�'*.0F7'*+-BCBC&('E"$BCG�;$&(BC&(/1)1),41&
;$.08:+-; � '*&(BC.0),&62�"$#%),"$/18:),"$.0/�L�"$),4�;$"$),),;$&6.0'E/1.341&(;$GV>,'*.0B\),41&68:.0BCG�"$;$&('E+-/12�'*9�/ � ),"$BC&
#%<7#%),&(B�T���41&6G�'*.0F7'*+-BCBC&('EBC&(/1),+-;$;$<=;$+ H &(;$#�+-;$;?8:.02�&(S-. Ha` &(8:),#�+-/12�),41'*&(+-2�#�L�"$),4�+
),+-#%J7S-+-/12�),41&(/�&(WXG�;$"$8:"$),;$<="$/1#%&('*),#�&(WX),'*+R8:.02�&6+-)1BC&(),41.02 8:+-;$;$#�),.3'*&(BC.0),&6. Ha` &(8:),#�),.
41+-/12�;$&6),41'*&(+-2�#%S-+-/12�&(WXG�;$"$8:"$),;$<='*&(;$"$/1D79�"$#%41&(#�G�.0"$/1),&('*#�"$/1),.3),&('*BC"$/1+-),&(2�),+-#%J7#�#%.
),41+-)1),41&(<=8:+-/ H &6F7+-' H +-F7&68:.0;$;$&(8:),&(2sT���'*��8:41&(BC&=� 5757I6��j-j � 2�&(BC.0/1#%),'*+-),&(#�),41+-)1),41"$#
#%),'*+-),&(F7<=8:+-/�L�.0'*J7S-+-)1;$&(+-#%)1"$/�),41&6+ H #%&(/18:&6.0>1G�&(&(' � ),. � G�&(&('E8:.0BCBC9�/1"$8:+-) "$.0/UT
K�.0L�&(@A&('*S-),41&6BC.0'*&68:.0BCG�;$&(W�),41&6"$/1),&('*+-8:),"$.0/1#�+-'*& H &(),L�&(&(/�),+-#%J7#%S-),41&6BC.0'*&
L�.0'*J=),41&6G�'*.0F7'*+-BCBC&('EBC9�#%)12�.3),.3),'*+-8:J=L�41"$8:4�. Ha` &(8:),# H &(;$.0/1F=),.3L�41"$8:4�),+-#%JYT
579�'*),41&('*BC.0'*&(S-),41"$#�#%),'*+-),&(F7<=;$&(+-@A&(#�),41&6),+-#%J=BC.02�&(;?),.3),41&6G�'*.0F7'*+-BCBC&('*��#
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CHAPTER TWO: 

THE J-KERNEL 
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2.1 Java Remote Method Invocation 
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class Request implements Serializable  
{  
    String path;  
    byte[] content;  
}  
 
interface Serv let extends Remote  
{  
    byte[] service(Request req) throws RemoteException, IOException;  
}  
 
class FileServlet implements Servlet  
{  
    public byte[] service(Request req)  
        throws RemoteException, IOException  
    {  
        // Open a file and return t he data contained in the file:  
        FileInputStream s = new FileInputStream(req.path);  
        byte[] data = new byte[s.available];  
        s.read(data);  
        s.close();  
        return data;  
    }  
}  

Figure 2.1: Serializable object passed through RMI 
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interface DispatchServlet extends Servlet  
{  
    void addServlet(String path, Servlet servlet) throws 
RemoteException;  
}  
 
class SimpleDispatcher implements DispatchServlet  
{  
    Hashtable servletTable = new Hashtable();  
 
    public void addServlet(String path, Servlet servlet)  
        throws RemoteException  
    {  
        servletTable.put(path, servlet);  
    }  
 
    public byte[] service(Request req)  
        throws RemoteException, IOException  
    {  
        Servlet s = (Servlet) s ervletTable.service(req.path);  
        return s.get(req);  
    }  
}  

Figure 2.2: Dispatch servlet example 
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void makeFileServlet(DispatchServlet d)  
    throws RemoteException  
{  
    d.addServlet("foo/servlet", new FileServlet());  
}  

Figure 2.3: Remote method invocation example 
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public class Capabil ity  
{  
    public static Capability create(Remote obj);  
    public final void revoke() throws SecurityException;  
    ...  
}  

Figure 2.4: The Capability class 
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void makeFileServlet(DispatchServlet d)  
    throws RemoteException  
{  
    Capability  c = Capability.create(new FileServlet());  
    Servlet s = (Servlet) c;  
    d.addServlet("foo/servlet", s);  
}  

Figure 2.5: Creating a capability
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FileServlet f = new FileServlet();  
Capability c1 = Capability.create(f);  
Capability c2 = Capability.create(f);  
...  
// Revoke c1 but not c2:  
c1.revoke();  

Figure 2.6: Selective revocation 
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FileServlet f = new File Servlet();  
Capability c1 = Capability.create(f);  
Capability c2 = Capability.create(c1);  
...  
c1.revoke();  

Figure 2.7: Multiple indirection 
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2.3 Capability implementation 
��.3>,+-'*S-),41"$#�8:41+-G�),&('E41+-# BC.0),"$@A+-) &(2 ),41&62�&(#%"$F7/�.0>1),41&6Z � I6&('*/1&(;$S-+-/12�),41&

&(WX"$#%),&(/18:&6.0>
Capability.create

"$/�G�+-'*),"$8:9�;$+-'(T���.0L["$) " #�),"$BC&6),.3&(WX+-BC" /1&
),41&6"$BCG�;$&(BC&(/1),+-),"$.0/�.0>

Capability.create
"$/�2�&(),+-"$;gT���.0/1#%"$2�&('E+R8:+-G�+ H "$;$"$),<

H +-#%&(2�),41&6>,.0;$;$.0L�"$/1F='*&(BC.0),&6"$/1),&('*>,+-8:&7]

interface I extends Remote  
{  
    int f(int x, int y) throws RemoteException;  
}  
 
class C implements I {...}  
 
I target = new C();  
Capability c  = Capability.create(target);  

Figure 2.8: Capability creation example 
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public class  C$STUB$LRMI extends Capability implements I  
{  
    private C target;  
 
    public int f(int x, int y) throws RemoteException  
    {  
        ThreadTaskState state = getThreadTaskState();  
        Task sourceTask = state.currentTask;  
        ThreadSegment calle rThreadSegment =  
            state.activeThreadSegment;  
 
        try  
        {  
            state.switchIn(targetTask);  
            int ret = target.f(x, y);  
            state.switchOut(sourceTask, callerThreadSegment);  
 
            return ret;  
        }  
        catch(Throwable e) {...}  
    }  
 
    ...  
}  

Figure 2.9: Capability implementation 
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2.3.2 Thread segments 
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    public synchronized void switchIn(Task targetTask)  
    {  
        // Set the thread's current thread segment and current task  
        // to point to the callee:  
        activeThrea dSegment = null; // new segment created lazily  
        currentTask = targetTask;   // thread now in the target task  
    }  
 
    public synchronized void switchOut(Task sourceTask,  
        ThreadSegment callerThreadSegment)  
    {  
        // Set the thread's current thread segment and current task  
        // to point to the caller.  
        currentTask = sourceTask;  
        activeThreadSegment = callerThreadSegment;  
 
        // Check to see if the caller's thread segment's state has  
        // changed since we last saw it (for instance, the thread  
        // segment may have been suspended or stopped, or the caller  
        // task may have been killed entirely).  If so, take the  
        // appropriate action:  
        if(callerThreadSegment != null &&  
           callerThreadSegment.alertFlag)  
        {  
            ...If segment was suspended, wait until it is resumed  
            ...If segment was stopped, throw a ThreadDeath exception  
        }  
        if(sourceTask.dead) ...throw a TaskDeath exception...;  
    }  

Figure 2.10: Thread segment implementation 
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Resolver resolver = ...;  
Task child = new Task(resolver);  
Capability c = child.seed(seedClassName);  

Figure 2.11: Seeding a new task 
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SharedClass
8:+-G�+ H "$;$"$),<=+-@A+-"$;$+ H ;$&6),.3.0),41&('E),+-#%J7#-T���41+-'*&(2�8:; +-#%#%&(#��,+-/12�S
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public interface Resolver extends Remote  {  
    Object resolveClassName(String name) thr ows RemoteException;  
}  

Figure 2.12: Resolver interface 
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2.6 J-Kernel micro-benchmarks 
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Table 2.1: Cost of null method invocations 	�G�&('*+-),"$.0/ �h� � {|� ��9�/ � {|�
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Table 2.2: Local RPC costs using NT mechanisms 57.0'*B\.0>1����� ��"$BC&
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2.6.2 Threads 
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Table 2.3: Cost of a double thread switch using regular Java threads ��� � H +-#%& �h� � {|� ��9�/ � {|�
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2.6.3 Argument Copying 
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2.7 Application benchmarks 
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Table 2.6: Web/Telephony server performance ��/1"$),"$+-),.0' ��&(#%G�.0/12�&(' {|.0"$8:&(��&('*@A;$&()

�;$+-G�#%&(2�),"$B &=��BC# � x-O-O-O-O x-O-O-O-O n-k
�����!),"$BC&=��BC# � i-v-O-l i-O-n-N i-m1T v
��'*.0#%# � 2�.0BC+-"$/�8:+-;$;$# l-O-m-v N-n-k-i m
��'*.0#%# � 2�.0BC+-"$/�2�+-),+R),'*+-/1#%>,&('6�� � j-n-N-l-O-x j-m-x-O-n-m l-v-j-n
��'*.0#%# � 2�.0BC+-"$/�8:+-;$;$#�.0@A&('*41&(+-2¤��BC# � j1T l-k m1T k-i O1T O-l-k
��'*.0#%# � 2�.0BC+-"$/�8:.0G�<=),"$BC&=��BC# � N1T j-i N1T v-m O1T O-i
��"$BC& � 8:+-;$;���BC# � O1T O-O-l-O O1T O-O l-l O1T O-O-x-n
 �<7),&(# � 8:+-;$; l-i-N l-n-m x-v-O
��.0G�<=.0@A&('*41&(+-2 � 8:+-;$; l-i-± l-O-± N-k-±
��.0G�<=.0@A&('*41&(+-2¤� H <7),&(# � 9�# � l-l-i l-m-i l-n-O
��'*.0#%# � 2�.0BC+-"$/�8:+-;$;?.0@A&('*41&(+-2 O1T n-N-± O1T m-N-± O1T N-O-±



v-N

��/�+-;$;?8:+-#%&(#�),41&6.0@A&('*41&(+-2�#�.0>18:'*.0#%#%"$/1F=),+-#%J7#��,L�41"$8:4�"$/18:;$9�2�&6),41&68:.0#%)1.0>
8:.0G�<7"$/1F=+-'*F79�BC&(/1),#�+-/12�),41&(/�'*&(),9�' /�@A+-;$9�&(#%�1+-'*& H &(;$.0L[i-±².0>1),41&6),.0),+-;
8:.0/1#%9�BC&(2������!),"$BC&7T 	�/�),41&6+-@A& '*+-F7&(S-8:'*.0#%#%"$/1F=),+-#%J7#�8:.0#%),# H &(),L�&(&(/�l � x1T n1º�#
+-/12�+-/�+-@A&('*+-F7&68:+-;$;?),'*+-/1#%>,&('*# H &(),L�&(&(/�l-i-NR� §,�7��b,��c:b,�:� �1),.3x-v-OR� »Y�:���q� © �f�f¨-���fb � H <7),&(#-T
��41&68:.0#%)1.0>18:.0G�<7"$/1F=2�+-),+R+-8:8:.09�/1),#�>,.0'EN-k � l-i-±².0>1+-/�+-@A&('*+-F7&68:'*.0#%# � ),+-#%J=8:+-;$;gT
��41"$#�#%9�F7F7&(#%),#�),41+-)1.0@A&('*41&(+-2�#�.0>18:'*.0#%#%"$/1F=),+-#%J7#�"$/�'*& +-;?+-G�G�;$"$8:+-),"$.0/1#�L�41&(/�/1.
2�+-),+R),'*+-/1#%>,&('E"$#�"$/1@A.0;$@A&(2�+-'*& H &(),L�&(&(/�N1T i � l1T l1º�#-T ��41&6@A+-;$9�&68:+-/ H &68:.0/1),'*+-#%),&(2
L�"$),4�),41&68:.0#%)1.0>1+R/19�;$;?8:'*.0#%# � ),+-#%J=8:+-;$;$S-BC&(+-#%9�'*&(2�"$/�+-/�"$#%.0;$+-),&(2�),"$F741)1;$.0.0GV.0/�+
l-O-O-�hK�MRBC+-8:41"$/1&7] i1T l-v1º�#-T

2.8 Conclusions 
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CHAPTER THREE: 

LUNA DESIGN 
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Type = PrimitiveType | ReferenceType | ReferenceType~ 
PrimitiveType = boolean | byte | short | int | long  
              | char  | float | double  
ReferenceType = ClassType | InterfaceType | Type[]  

Figure 3.1: Luna type system 
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public class Permit {  
    public Permit(); // constructor to allocate an unrevoked permit  
    public void revoke(); // method to revoke the permit  
    ...  
}  

Figure 3.2: The Permit class 
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Permit p = new Permit();  
String s = "h ello";  
String~ sr = s @ p;  

Figure 3.3: The @ operator 
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3.2 Sharing data with remote pointers 
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Local field operations:  
 
e: T1  
T1 contains field f of type T2  
f is accessible  
------------------------------  
e.f: T2  
 
e: T1  
T1 contains field f of type T2  
f is accessible  
f is not final  
------------------------------  
e.f is an l - value  
 

Remote field operations:  
 
e: T1~  
T1 contains field f of type T2  
f is accessible  
- -----------------------------  
e.f: toRemote(T2)  
 
e: T1~  
T1 contains field f of type T2  
f is accessible  
f is not final  
isPrimitiveOrRemote(T2)  
-------------------------------  
e.f is an l - value  
  

toRemote(PrimitiveType) = PrimitiveType  
toRemote(ReferenceTy pe) = ReferenceType~  
toRemote(ReferenceType~) = ReferenceType~  
 
isPrimitiveOrRemote(PrimitiveType) = true  
isPrimitiveOrRemote(ReferenceType) = false  
isPrimitiveOrRemote(ReferenceType~) = true  
 

Figure 3.4: Typechecking rules for field operations 
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class List {  
    int i;  
    List next;  
}  
void replace(List~ list, int from, int to) {  
    while(list != null) {  
        if(list.i == from) list.i = to;  
        list = list.next;  
    }  
}  

Figure 3.5: Using remote data structures 
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3.3 Method invocations on remote pointers 
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class Request implements Serializable {  
    String path;  
    byte[] content;  
}  
 
interface Servlet {  
    byte[] service(Request req);  
}  
 
class FileServlet extends Servlet  
{  
    public byte[] service(Request req) {  
        // Open a file and return the data contained in the file:  
        FileInputStream s = new FileInputStream(req.path);  
        byte[] data = new byte[s.available];  
        s.read(data);  
        s.close();  
        return data;  
    }  
}  

Figure 3.6: FileServlet example 
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3.3.1 Copying remote objects 
��/�),41&6Z � I6&('*/1&(;$S-8:.0G�"$&(#�+-'*&6F7&(/1&('*+-),&(2�+-9�),.0BC+-),"$8:+-;$;$< H <=),41& '*9�/ � ),"$BC&

#%<7#%),&(BCS-L�41"$8:4�8:+-/1/1.0) H &68:9�#%),.0BC"$M-&(2 H <=),41&69�#%&('(T� �<=8:.0/1),'*+-#%),S-"$/ ��9�/1+-S-),41&
G�'*.0F7'*+-BCBC&('EL�'*"$),&(#�8:.0G�<='*.09�),"$/1&(#%S-9�#%"$/1F=.0G�&('*+-),"$.0/1#�.0/�'*&(BC.0),&6>,"$&(;$2�#�+-/12
'*&(BC.0),&6+-'*'*+-<7#�+-# H 9�"$;$2�"$/1F H ;$.08:J7#-T��!8:.0G�<='*.09�),"$/1&6'*&(8:9�'*#%"$@A&(;$<=),'*+-@A&('*#%&(#�+
'*&(BC.0),&62�+-),+R#%),'*9�8:),9�'*&(S-+-;$;$.08:+-),"$/1F=/1&(L[;$.08:+-;?. Ha` &(8:),#�),.3BC+-),8:4�),41&6.0;$2�'*&(BC.0),&
. Ha` &(8:),#-T���41"$#�'*&(8:9�'*#%"$.0/ H .0),),.0BC#�.09�)1L�"$),4�G�'*"$BC"$),"$@A&6),<7G�&(#%S-L�41"$8:4�8:+-/ H &6G�+-#%#%&(2
2�"$'*&(8:),;$<=+-8:'*.0#%#�),+-#%J H .09�/12�+-'*"$&(#-T���#%#%9�BC"$/1F=),41+-)1+RBC&(),41.02

String.copy
L�+-#

+-;$'*&(+-2�<=L�'*"$),),&(/�9�#%"$/1F=),41&(#%&6),&(8:41/1"$D79�&(#%S-),41&6>,.0;$;$.0L�"$/1F=BC&(),41.02�G�'*.02�9�8:&(#�+R;$.08:+-;

Request
. Ha` &(8:)1F7"$@A&(/�+R'*&(BC.0),&

Request
. Ha` &(8:)qT�57.0' 8:.0/1@A&(/1"$&(/18:&(S ),41"$#

BC&(),41.02 "$#�G�;$+-8:&(2 "$/�),41&68:;$+-#%#
Request

S-+-;$),41.09�F74�"$)18:.09�;$2 H &6G�;$+-8:&(2�+-/1<7L�41&('*&7]

class Request {  
    ...  
    static Request copy(Request~ from) {  
        Request to = new Request();  
        to.path = String.copy(from.url);  
        to.content = new byte[from.content.length];  
        for(int i = 0; i < from.content.length; i++)  
            to.content[i] = from.content[i];  
    }  
}  

Figure 3.7: Copying a Request object 
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class ColorString extends String {  
    int color;  
 
    st atic ColorString copy(ColorString~ list) {...}  
 
    ...  
}  

Figure 3.8: Subclass example 
��.0L[#%9�G�G�.0#%&6),41+-)1),+-#%J=�!G�+-#%#%&(#�+-/�. Ha` &(8:)1.0>1),<7G�&

ColorString
),.

),+-#%J= �S-L�41"$8:4�;$"$/1J7#�),.3),41&68:;$+-#%#
String

H 9�)12�.0&(#�/1.0)1;$"$/1J ),.3),41&68:;$+-#%#

ColorString
T���"$/18:&6 �2�.0&(#�/1.0)1J7/1.0L[+ H .09�)

ColorString
S-"$)1L�"$;$;?8:+-;$;

String.copy
),.38:.0G�<=),41&6#%),'*"$/1F='*+-),41&('E),41+-/

ColorString.copy
T���+-;$;$"$/1F

String.copy
.0/�+-/�. Ha` &(8:)1.0>1),<7G�&

ColorString
G�'*.02�9�8:&(#�+

String
'*+-),41&('

),41+-/�+
ColorString

p .0/1;$<=),41&6#%9�G�&('*8 ;$+-#%#�2�+-),+R"$#�8:.0G�"$&(2�S-+-/12�),41&6&(WX),'*+R2�+-),+
"$/�),41&6#%9 H 8:;$+-#%#�F7&(),#��-#%;$"$8:&(2��R+-L�+-<YT



n-v

��41"$#�BC+-<=#%&()1.0>,>1+R>,&(L[L�+-'*/1"$/1F H &(;$;$#�>,.0'E&(WXG�&('*),#�"$/�. Ha` &(8:)1.0'*"$&(/1),+-),"$.0/1t
#%;$"$8:"$/1F=.08:8:9�'*#�#%.0BC&(),"$BC&(#�"$/�������+-/12�"$#�8:.0/1#%"$2�&('*&(2�+ H +-2�"$2�&(+-S H &(8:+-9�#%&6),41&
#%;$"$8:&(2�8:.0G�<=),41'*.0L�#�+-L�+-<=),41&6#%9 H 8:;$+ #%#%��#�.0@A&('*'*"$2�2�&(/�BC&(),41.02�#�+-/12�),419�# H &(41+-@A&(#
2�"$>,>,&('*&(/1),;$<=>,'*.0B\),41&6.0'*"$F7"$/1+-;?. Ha` &(8:)qT�K�.0L�&(@A&('*S-),41"$#�"$#�+-G�G�'*.0G�'*"$+-),&6>,.0'E"$/1),&(' � ),+-#%J
8:.0BCBC9�/1"$8:+-),"$.0/1S H &(8:+-9�#%&6 �L�+-/1),#�),.38:.0G�<=),41& �-c:b,c >,'*.0B\����#�#%),'*"$/1F7S-/1.0)1),41&
���f�-c:¨-���:� .0>1����#�#%),'*"$/1F p ),41& H &(41+-@A"$.0'E2�&(>,"$/1&(2 H <=����#�8:.02�&6"$# G�.0),&(/1),"$+-;$;$<
2�+-/1F7&('*.09�#%S-+-/12�),41&6),+-#%J=BC.02�&(;?F79�+-'*+-/1),&(&(#�),41+-)1 �.0/1;$<='*9�/1#� ���#�.0L�/�8:.02�&(S-+-/12
2�.0&(#�/1.0)1+-8:8:"$2�&(/1),+-;$;$<="$BCG�.0'*)1����#�8:.02�&6+-)1'*9�/ � ),"$BC&7T ��.0/1#%"$2�&('E),41&6#%&(8:9�'*"$),<=41.0;$&(#
"$/�&(+-'*;$<=@A&('*#%"$.0/1#�.0>1Z,+-@A+R8:+-9�#%&(2 H <=#%),'*"$/1F7#�L�"$),4�.0@A&('*'*"$2�2�&(/�BC&(),41.02�#%S-L�41"$8:4
>,.0'*8:&(2�Z,+-@A+ ��#�2�&(#%"$F7/1&('*#�),.3BC+-J7&6),41&68:;$+-#%#

String
>,"$/1+-;�� @A2���"$/ � T 	�/1&68:.09�;$2

+-'*F79�&6),41+-)1#%),'*"$/1F7#�BC9�#%) H &6>,"$/1+-;?+-/1<7L�+-<=>,.0' G�&('*>,.0'*BC+-/18:&6'*&(+-#%.0/1#%S-#%"$/18:&6>,"$/1+-;$"$),<
BC+-J7&(#�"$)1&(+-#%"$&('E),.3"$/1;$"$/1&6BC&(),41.02�"$/1@A.08:+-),"$.0/1# "$/�.0'*2 "$/1+-'*<=Z,+-@A+
"$BCG�;$&(BC&(/1),+-),"$.0/1# T ��/���9�/1+-S ),41.09�F741S ),41&('*&6"$#�/1.3'*&(+-#%.0/�),.3BC+-J7&

String
>,"$/1+-;$S

.0),41&('E),41+-/ H +-8:J7L�+-'*2�#�8:.0BCG�+-)," H "$;$"$),<=L�"$),4�),41&68:9�'*'*&(/1)1Z,+-@A+R����� ] ) 41&6#%&(8:9�'*"$),<
G�'*. H ;$&(B\"$#�#%.0;$@A&(2 H <=8:.0G�<7"$/1F=+-/12�#%;$"$8:"$/1F=#%),'*"$/1F7#�G�+-#%#%&(2�+-8:'*.0#%#�),+-#%J
H .09�/12�+-'*" &(# S +-/12�),41&6G�&('*>,.0'*BC+-/18:&6G�'*. H ;$&(B\"$#�#%.0;$@A&(2�L�"$),4�L�41.0;$& � ),+-#%J
.0G�),"$BC"$M-+-),"$.0/UT

Z,+-@A+-��#�G�'*. H ;$&(B\L�"$),4�#%),'*"$/1F7#�2�&(BC.0/1#%),'*+-),&(#�),41&6),&(/1#%"$.0/ H &(),L�&(&(/�#%&(8:9�'*"$),<
+-/12�. Ha` &(8:)1.0'*"$&(/1),+-),"$.0/1S-+-/12���9�/1+-��#�+-G�G�'*.0+-8:4�),.38:.0G�<7"$/1F=>,+-@A.0'*#�#%&(8:9�'*"$),<=.0@A&('
. Ha` &(8:)1.0'*"$&(/1),+-),"$.0/UT�K�.0L�&(@A&('*S-��9�/1+ ��#�"$/1),&(' � ),+-#%J=8:.0BCBC9�/1"$8:+-),"$.0/�BC&(8:41+-/1"$#%BC#
2�.3/1.0)1),41'*.0L[+-L�+-<=. Ha` &(8:)1.0'*"$&(/1),+-),"$.0/�&(/1),"$'*&(;$< p BC&(),41.02�"$/1@A.08:+-),"$.0/1#�.0/�'*&(BC.0),&
. Ha` &(8:),#�+-'*&62�"$#%G�+-),8:41&(2�"$/�Z,+-@A+-��#�/1.0'*BC+-;?. Ha` &(8:) � .0'*"$&(/1),&(2�>,+-#%41"$.0/UT



n-n

3.3.2 Combining copies and method invocation 
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class RemoteServlet  
{  
    Servlet servlet;  
 
    remote byte[] service(Request~ req1)  
    {  
        // Construct a local copy of the reques t  
        Request req2 = Request.copy(req1);  
 
        // Pass the local copy of the request to the servlet  
        return servlet.service(req2);  
    }  
}  

Figure 3.9: Intermediary to Servlet interface 
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class Server {  
    ...  
    byte[]~ dispatch(RemoteServlet~ servlet, Request req) {  
        Permit p = new Permit();  
        byte[]~ response = servlet.service(req @ p);  
        p.revoke();  
        return response;  
    }  
}  

Figure 3.10: Calling a RemoteServlet 
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Λρ.void replace(permit{ ρ} p, List{ ρ} list, int from, int to) {  
    while(list != null) {  
        if(list.i == from) list.i = to;  
        list = list.next;  
    }  
}  

Figure 3.11: Permit variables 

��/�),41"$#�'*&(G�'*&(#%&(/1),+-),"$.0/1S-),41&
replace

>,9�/18:),"$.0/�"$#�D79�+-/1),"$>,"$&(2�.0@A&('E+RG�&('*BC"$)
@A+-'*"$+ H ;$&

ρ
S-+-/12�),41&6),L�. � L�.0'*2�'*&(BC.0),&6G�.0"$/1),&('E),.3),41&6;$"$#%)1"$#�#%G�;$"$)1"$/1),.3"$),#�),L�.

8:.0BCG�.0/1&(/1),#%S-+RG�&('*BC"$)1.0>1),<7G�&
permit{ ρ}

+-/12�+RG�.0"$/1),&('E.0>1),<7G�&
List{ ρ}

T
��41&6G�&('*BC"$) @A+-'*"$+ H ;$&68:.0/1/1&(8:),#�),41&6),L�.38:.0BCG�.0/1&(/1),#�),.0F7&(),41&('(T���41"$#
'*&(G�'*&(#%&(/1),+-),"$.0/�41+-#�),L�.3+-2�@A+-/1),+-F7&(#�.0@A&('E��9�/1+-��#�#%.09�'*8:& � ;$&(@A&(;?'*&(G�'*&(#%&(/1),+-),"$.0/UT
��/�),41&6.0'*"$F7"$/1+-;?��9�/1+R#%.09�'*8:&68:.02�&(S-),41&6&(WXG�'*&(#%#%"$.0/1#

list
+-/12

list.next
H .0),4

41+-@A&6),<7G�&
List~

S-L�41"$8:4�&(WXG�'*&(#%#%&(#�),41&6>,+-8:)1),41+-) H .0),4
l ist

+-/12
list.next

+-'*&6'*&(BC.0),&6G�.0"$/1),&('*#%S H 9�)12�.0&(#�/1.0)1&(WXG�'*&(#%#�),41&6>,+-8:)1),41+-)1+-)1'*9�/ � ),"$BC&(S
list

+-/12

list.next
+-'*&6G�'*.0),&(8:),&(2 H <=),41&6#%+-BC&6G�&('*BC"$)qT� �<=8:.0/1),'*+-#%),S-L�"$),4�G�&('*BC"$)

@A+-'*"$+ H ;$&(#%S-),41&6&(WXG�'*&(#%#%"$.0/1#
list

+-/12
list.next

H .0),4�41+-@A&6),<7G�&
List{ ρ}

S
L�41"$8:4�&(WXG�;$"$8:"$),;$<=#%"$F /1+-;$#�),41+-)1),41&(<=+-'*& H .0),4�G�'*.0),&(8:),&(2 H <=),41&6#%+-BC&6G�&('*BC"$)1�,),41&
G�&('*BC"$)1+-#%#%.08:"$+-),&(2�L�"$),4

ρ
�qT���41&6#%&(8:.0/12�+-2�@A+-/1),+-F7&6.0>1),41"$#�'*&(G�'*&(#%&(/1),+-),"$.0/�"$#�),41+-)

list
"$#�+R.0/1& � L�.0'*2�'*+-),41&('E),41+-/�),L�. � L�.0'*2�@A+-;$9�&(S-#%.3),41+-)1"$)1"$#�8:;$&(+-'E),41+-)1+-/

+-#%#%"$F7/1BC&(/1)1;$"$J7&6�
list = list.next

�R/1&(&(2�.0/1; <=),'*+-/1#%>,&('E.0/1&6L�.0'*2�S-/1.0)1),L�.�T
 �&(8:+-9�#%&6.0>1),41&(#%&6+-2�@A+-/1),+-F7&(#%S-��9�/1+-��#�;$.0L � ;$&(@A&(;?),<7G�&(2�"$/1),&('*BC&(2�"$+-),&6;$+-/1F79�+-F7&



n-j

&(WXG�;$"$8:"$),;$<=#%G�;$"$),#�;$.08:+-;?@A+-'*"$+ H ;$&(#�41.0;$2�"$/1F='*&(BC.0),&6G�.0"$/1),&('*#�"$/1),.3G�&('*BC"$)1+-/12�;$.08:+-;
G�.0"$/1),&('E8:.0BCG�.0/1&(/1),#�8:.0/1/1&(8:),&(2 H <=G�&('*BC"$)1@A+-'*"$+ H ;$&(#-T

��/�>,+-8:),S-),41&(#%&6"$2�&(+-# 8:+-/ H &6F7&(/1&('*+-;$"$M-&(2�),.3&(/18:.0BCG�+-#%#�+-;$;?G�.0"$/1),&('*#%S H .0),4
;$.08:+-;?+-/12�'*&(BC.0),&(S-),41'*.09�F741.09�)1),41&6&(/1),"$'*&6),<7G�&6#%<7#%),&(B�T�K�+-L H ;$"$),M-&(;?&()1+-;�� K�@A
�j-j �
2�&(#%8:'*" H &(#�+R>,.0'*BC+-;$"$M-+-),"$.0/�.0>1),41"$#�"$2�&(+-S H +-#%&(2�.0/�>,.0'*BC+-;$"$M-+-),"$.0/1#�.0>1'*&(F7"$.0/1#
� ����j-x S ��oQ�hj-j � T���41"$#�#%< #%),&(B\BC+-J7&(#�/1.32�"$#%),"$/18:),"$.0/ H &(),L�&(&(/�;$.08:+-;?+-/12�'*&(BC.0),&
G�.0"$/1),&('*# p +-;$;?G�.0"$/1),&('*#�+-'*&6+-/1/1.0),+-),&(2�L�"$),4�+RG�&('*BC"$),S-+-/12�),41&('*&6"$#�/1.3+-/1+-;$.0F79�&6),.
��9�/1+-��#

@
.0G�&('*+-),.0'(T�oQ41&(/�+-/�. Ha` &(8:)1"$#�+-;$;$.08:+-),&(2�S-"$)1"$#�"$BCBC&(2�"$+-),&(;$<=),+-F7F7&(2�L�"$),4

+RG�&('*BC"$),S-+-/12�"$)1'*&(),+-"$/1#�),41"$#�G�&('*BC"$)1+-/1/1.0),+-),"$.0/ >,.0'E"$),#�&(/1),"$'*&6;$"$>,&(),"$BC&7T���41"$#�"$#
#%"$BCG�;$&('*S H 9�)1;$&(#%#�>,;$&(WX" H ;$&(S-),41+-/���9�/1+-��#�+-G�G�'*.0+-8:41S-L�41&('*&6+-/�. Ha` &(8:)1"$#�>,"$'*#%)
+-;$;$.08:+-),&(2�L�"$),4�+R;$.08:+-;?G�.0"$/1),&('E),<7G�&6+-/12�),41&(/�8:.0&('*8:&(2�L�"$),4�),41&

@
.0G�&('*+-),.0'E),.3+

'*&(BC.0),&6G�.0"$/1),&('E),<7G�&7T���/�G�+-'*),"$8:9�;$+-'*S-),41&6.0/1;$<=L�+-<=),.3'*&(@A.0J7&6+-8:8:&(#%#�) .3+-/�. Ha` &(8:)
"$#�),.32�&(+-;$;$.08:+-),&6"$)1&(/1),"$'*&(;$<7t-),41&('*&6"$#�/1.3L�+-<=),.3#%&(;$&(8:),"$@A&(;$<='*&(@A.0J7&6+-8:8:&(#%#�),.3+-/
. Ha` &(8:)qT

� K�@A
�j-j � G�'*.0G�.0#%&(#�+R8:.09�G�;$&6.0>1BC&(8:41+-/1"$#%BC#�>,.0'E&(WX),&(/12�"$/1F=),41&6),<7G�&
#%<7#%),&(B\L�"$),4�#%&(;$&(8:),"$@A&6'*&(@A.08:+-),"$.0/1S H .0),4�.0>1L�41"$8:4�+-'*&6BC.0'*&6>,;$&(WX" H ;$&6),41+-/���9�/1+-��#
BC&(8:41+ /1"$#%B�T���.0/1#%"$2�&('E41.0L[),41&6Z � I6&('*/1&(;?8:+-/�8:41+-"$/�BC9�;$),"$G�;$&68:+-G�+ H "$;$"$),"$&(#
),.0F7&(),41&('*S-"$/�.0'*2�&('E),.3'*&(#%),'*"$8:)1),41&6+-8:8:&(#%#�'*"$F741),#�.0>1+-/�&(WX"$#%),"$/1F=8:+-G�+ H "$;$"$),<Y]

FileServlet f = new FileServlet();  
Capability c1 = Capability.create(f);  
Capability c2 = Capability.create(c1);  

Figure 3.12: Chaining capabilities 
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CHAPTER FOUR: 

LUNA IMPLEMENTATION AND PERFORMANCE 
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),'*+-/1#%;$+-),&(#�Z,+-@A+R#%.09�'*8:&68:.02�&6"$/1),.3Z,+-@A+ H <7),&(8:.02�&(S-+-/12�+R@A"$'*),9�+-;?BC+-8:41"$/1&6),41+-)
&(WX&(8:9�),&(#�Z,+-@A+ H <7),&(8:.02�&7T���9�/1+R"$#�"$BCG�;$&(BC&(/1),&(2�"$/�),41&6#%+-BC&6L�+-<YT���41&6��9�/1+



k-N

#%.09�'*8:& 8:.0BCG�"$;$&('*S-+R#%"$BCG�;$&6&(WX),&(/1#%"$.0/�),.3),41&6G�9 H ;$"$8:;$<=+-@A+-"$;$+ H ;$&6F79�+-@A+-8s8:.0BCG�"$;$&(' S
),'*+-/1#%;$+-),&(#���9�/1+R8:.02�&6"$/1),.3��9�/1+ H <7),&(8:.02�&(S-L�41"$8:4�&(WX),&(/12�#�),41&6Z,+-@A+ H <7),&(8:.02�&
>,.0'*BC+-)1L�"$),4�"$/1#%),'*9�8:),"$.0/1#�),.341+-/12�;$&6'*&(BC.0),&6G�.0"$/1),&('*#-T���9�/1+-��# H <7),&(8:.02�&6>,.0'*BC+-)1"$#
H +-8:J7L�+-'*2�# � 8:.0BCG�+-)," H ;$&6L�"$),4�Z,+-@A+-��#�>,.0'*BC+-),S-#%.3),41+-)1.0'*2�"$/1+-'*<=Z,+-@A+R8:.02�&6L�"$;$;?'*9�/
.0/���9�/1+-��#�@A"$'*),9�+-;?BC+-8:41"$/1&7T���9�/1+R8:.02�&6L�"$;$;?/1.0)1'*9�/�.0/�+-/�.0'*2�"$/1+-'*<=Z,+-@A+R@A"$'*),9�+-;
BC+-8:41"$/1&(S-),4 .09�F741S H &(8:+-9�#%&6��9�/1+-��#�&(WX),&(/1#%"$.0/1#�'*&(D79�"$'*&68:41+-/1F7&(#�),.3),41&6@A"$'*),9�+-;
BC+-8:41"$/1&(��#�'*9�/ � ),"$BC&6#%<7#%),&(B�T

��/�F7&(/1&('*+-;$S-),41&('*&6"$#�.0/1&6/1&(L[��9�/1+R'*&(BC.0),&6G�.0"$/1),&('E"$/1#%),'*9�8:),"$.0/�>,.0'E&(+-8:4
#%),+-/12�+-'*2�Z,+-@A+R;$.08:+-;?G�.0"$/1),&('E"$/1#%),'*9�8:),"$.0/1S-+-#�#%41.0L�/ "$/ ��+ H ;$& x T i �,Z +-@A+-��# H <7),&(8:.02�&
>,.0'*BC+-)19�#%&(#�),41&6�-+-�R8:41+-'*+-8:),&('E),.3"$/12�"$8:+-),&6+R;$.08:+-;?G�.0"$/1),&('*S-.0'*S-#%.0BC&(L�41+-)
8:.0/1>,9�#%"$/1F7;$<7S-+-/�+-'*'*+-<7t-��9�/1+R9�#%&(#�),41&6�-'*�R8:41+-'*+-8:),&('E),.3"$/12�"$8:+-),&6+R'*&(BC.0),&
G�.0"$/1),&('*�q]

Table 4.1: Luna remote pointer instructions ��.08:+-;?G�.0"$/1),&('E.0G�&('*+-),"$.0/ ��&(BC.0),&6G�.0"$/1),&('E.0G�&('*+-),"$.0/ ��&(#%8:'*"$G�),"$.0/
getfield, putfield  getfield_r, 

putfield_r  
read/write object 
fields 

invokevirtual, 
invokeinterface  

invokevirtual_r, 
invokeinterface_r  

method invocation 

iaload, iastore, 
laload, ...  

iaload_ r, 
iastore_r, 
laload_r, ...  

read/write array 
elements 

arraylength  arraylength_r  get array length 
acmp arcmp, racmp, rrcmp  compare pointers 
checkcast, 
instanceof  

checkcast_r, 
instanceof_r  

dynamic type checks 

monitorenter, 
monitorexit  

monitorenter_r, 
monitorexit_r  

synchronization 

aload, astore, 
areturn  

rload, rstore, 
rreturn  

move pointers on the 
stack 

anewarray, aaload, 
aastore,  

rnewarray, raload, 
rastore,  

operations on arrays 
of pointers 
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��/�+-2�2�"$),"$.0/1S-),41&('*&6"$#�+-/�"$/1#%),'*9�8:),"$.0/�8:+-;$;$&(2
restrict

),41+-)1"$BCG�;$& BC&(/1),#
),41&6��9�/1+

@
.0G�&('*+-),.0'(T���41&6>,.0;$;$.0L�"$/1F=#%&(8:),"$.0/1#�2�&(#%8:'*" H &6),41&6"$BCG�;$&(BC&(/1),+-),"$.0/�.0>

),41&(#%&6"$/1#%),'*9�8:),"$.0/1#�"$/�BC.0'*&62�&(),+-"$;gT

4.2 Implementing remote pointers 
��)1+R;$.0L[;$&(@A&(;$S-��9�/1+-��#

@
.0G�&('*+-),.0'E"$#�#%"$BCG�;$&6),.3"$BCG�;$&(BC&(/1)q]�),L�.3BC.0@A&

"$/1#%),'*9�8:),"$.0/1#�BC.0@A&6+R;$.08:+-;?G�.0"$/1),&('E+-/12�+RG�& '*BC"$)1),.0F7&(),41&('E#%.3),41+-)1),41&(<=>,.0'*B\+
#%"$/1F7;$&(S-m H <7),&6'*&(BC.0),&6G�.0"$/1),&('(T���41"$#�'*&(D79�"$'*&(#�/1.3#%<7/18:41'*.0/1"$M-+-),"$.0/�.0'EBC&(BC.0'*<
+-;$;$.08:+-),"$.0/UT�	�/18:&6>,.0'*BC&(2�S-'*&(BC.0),&6G�.0"$/1),&('*#�+-'*&641+-/12�;$&(2�BC9�8:4�;$"$J7&6.0),41&('EZ,+-@A+Rm
H <7),&6@A+-;$9�&(#%S-#%9�8:4�+-#

long
+-/12

double
),<7G�&(#-T�K�.0L�&(@A&('*S-Z,+-@A+R+-;$;$.0L�#

long
+-/12

double
),<7G�&(#�),. H &6;$.0+-2�&(2�+-/12�#%),.0'*&(2�"$/�41&(+-GV. Ha` &(8:),#�/1.0/ � +-),.0BC"$8:+-;$;$<7S-"$/�x

H <7),&6G�.0'*),"$.0/1#-T���>1.0/1&6),41'*&(+-2�"$#�L�'*"$),"$/1F=+R/1&(L[m H <7),&6@A+-;$9�&6"$/1),.3+RBC&(BC.0'*<
;$.08:+-),"$.0/1S-+-/1.0),41&('E),41'*&(+-2�8:.0/18:9�'*'*&(/1),;$<='*&(+-2�"$/1F=),41&6;$.08:+-),"$.0/�BC+-<=&(/12�9�GVL�"$),4�x
H <7),&(#�.0>1),41&6.0;$2�@A+-;$9�&6BC"$W &(2�L�"$),4�x H <7),&(#�.0>1),41&6/1&(L[@A+-;$9�&7T���41"$# H &(41+-@A"$.0'
8:.09�;$2�8:+-9�#%&6#%&(8:9�'*"$),<='*"$#%J7#�>,.0'E'*&(BC.0),&6G�.0"$/1),&('*#%S-#%.3��9�/1+R9�#%&(#�m H <7),&6+-),.0BC"$8
.0G�&('*+-),"$.0/1#�),.3;$.0+-2�+-/12�#%),.0'*&6'*&(BC.0),&6G�.0"$/1),&('*#�"$/�),41&641&(+-GV#%41+-'*&(2 H &(),L�&(&(/
),41'*&(+-2�#��,.0G�&('*+-),"$.0/1#�.0/�+R),41'*&(+-2���#�G�'*"$@A+-),&6#%),+-8:J=/1&(&(2�/1.0) H & +-),.0BC"$8:�qT���9�8:J7"$;$<7S
),41&6WXm-nR+-'*8:41"$),&(8:),9�'*&6#%9�G�G�.0'*),#�#%&(@A&('*+-;?"$/1#%),'*9�8:),"$.0/1#�),41+-)1BC.0@A&6m H <7),&(#
+-),.0BC"$8:+-;$;$<YT���/1;$9�8:J7"$;$<7S-),41&(#%&6"$/1#%),'*9�8:),"$.0/1#�+-'*&6+-;$;?+-L�J7L�+-'*2 p ��9�/1+R&(/12�#�9�G
BC.0@A"$/1F='*&(BC.0),&6G�.0"$/1),&('*#�),41'*.09�F74�),41&6>,;$.0+-),"$/1F=G�.0"$/1)1'*&(F7"$#%),&('*#�),.3"$BCG�;$&(BC&(/1)1+-/
+-),.0BC"$8s;$.0+-2�.0'E#%),.0'*& T

��"$J7&6Z � I6&('*/1&(;?8:+-G�+ H "$;$"$),"$&(#%S-��9�/1+R'*&(BC.0),&6G�.0"$/1),&('*#�#%9�G�G�.0'*) ��¢�¢��f�-��c:b,�
�f�f¨-�:�qc:b,���:� ]�+-#�#%.0.0/�+-#�+R8:+-;$;?),.3+RG�&('*BC"$),��#

revoke
BC&(),41.02�8:.0BCG�;$&(),&(#%S-��9�/1+

F79�+-'*+-/1),&(&(#�),41+-)1/1.3.0),41&('E),41'*&(+-2�8:+-/�9�#%&6),41&6G�&('*BC"$)1),.3'*&(+-2�.0'EL�'*"$),&62�+-),+1T
��/1>,.0'*),9�/1+-),&(;$<7S-),41"$#�F79�+-'*+-/1),&(&6"$#�2�"$>,> "$8:9�;$)1),.3"$BCG�;$&(BC&(/1)1&(>,>,"$8:"$&(/1),;$<7S H &(8:+-9�#%&
.0G�&('*+-),"$.0/1#�.0/�'*&(BC.0),&6G�.0"$/1),&('*#�'*&(D79�"$'*& H .0),4�+-/�+-8:8:&(#%#�8:.0/1),'*.0;?8:41&(8:J=+-/12�+-/
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e
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e
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@A"$#%" H ;$&6),.3),41'*&(+-2� �+->,),&('E �41+ #�'*&(@A.0J7&(2�����#�+-8:8:&(#%#-T

��41'*&(+-2�� ��41'*&(+-2� 
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Figure 4.1: Read after revoke 

��41'*&(+-2�� ��41'*&(+-2� 
i1T%8:41&(8:J
G�&('*BC"$)1G

N1T%'*&(@A.0J7&6G
l1T%BC.02�"$>,<=&

x1T%BC.02�"$>,< &
v1T%'*&(+-2�&

Figure 4.2: Modify after revoke 

��.3+-@A.0"$2�),41&(#%&6'*+-8:&68:.0/12�"$),"$.0/1#%S-'*&(BC.0),&6>,"$&(;$2�+-/12�+-'*'*+-<=.0G�&('*+-),"$.0/1#�+-'*&
G�'*.0),&(8:),&(2 H <=8:'*"$),"$8:+-;?#%&(8:),"$.0/1#-T���/�.0G�&('*+-),"$.0/�>,"$'*#%)1+-8:D79�"$'*&(#�+R;$.08:J7S-),41&(/�8:41&(8:J7#
),41& G�&('*BC"$)1),.3BC+-J7&6#%9�'*&6+-8:8:&(#%#�41+-#�/1.0) H &(&(/�'*&(@A.0J7&(2�S-),41&(/1S-"$>1+-8:8:&(#%#�"$#�F7'*+-/1),&(2�S
G�&('*>,.0'*BC#�),41&6.0G�&('*+-),"$.0/�+-/12�'*&(;$&(+-#%&(#�),41&6;$.08:JYT���>1+-8:8:&(#%#�"$#�2�&(/1"$&(2�S-),41&6.0G�&('*+-),"$.0/
'*&(;$&(+-#%&(#�),41&6;$.08:J=+-/12�),41'*.0L�#�+-/�&(WX8:&(G�),"$.0/UT���9�'*'*&(/1),;$<7S-��9�/1+R9�#%&(#�+R#%"$/1F7;$&
#%<7#%),&(B � L�"$2�&6;$.08:J=>,.0'E) 41&(#%&68:'*"$),"$8:+-;?#%&(8:),"$.0/1#��,),41&6#%+-BC&6;$.08:J=),41+-)1"$#�9�#%&(2�),.
G�'*.0),&(8:)1�h+-'*BC.0),��#�BC&(BC.0'*<=+-;$;$.08:+-),"$.0/�.0G�&('*+-),"$.0/1#%�qT

	�/�+R9�/1"$G�'*.08:&(#%#%.0'*S-#%G�&(8:"$+-;$"$M-&(2�),41'*&(+-2�#%8:41&(2�9�;$&('*#�8:+-/�"$BCG�;$&(BC&(/1)18:'*"$),"$8:+-;
#%&(8:),"$.0/1#�L�"$),41.09�)1&(WXG�;$"$8:"$)1'*9�/ � ),"$BC&6;$.08:J7#R� �����hj-j � S H 9�)1.0/�+RBC9�;$)," � G�'*.08:&(#%#%.0'*S-�
+ B\9�/1+-L�+-'*&6.0>1+-/1<=L�+-<=),.3+-@A.0"$2�),41&6'*+-8:&68:.0/12�"$),"$.0/�+ H .0@A&6L�"$),41.09�)1&(WXG�;$"$8:"$)
;$.08:J7#�.0'E&(WXG�;$"$8:"$)18:.0.0'*2�"$/1+-),"$.0/ H &(),L�&(&(/�G�'*.08:&(#%#%.0'*#-T���/1<7L�+-<7S-��9�/1+R"$#
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"$BCG�;$&(BC&(/1),&(2�.0@A&('E����J7&('*/1&(;?),41'*&(+-2�#�+-/12�8:+-/1/1.0)1BC.02�"$>,<=������#�#%8:41&(2�9�;$&('(T
��9�/1+R&(BCG�;$.0<7#�.0/1&6),'*"$8:J=>,.0'E'*&(BC.0),&6G�.0"$/1),&('E'*& +-2�#�� H 9�)1/1.0)1L�'*"$),&(#%�1.0/�+
9�/1"$G�'*.08:&(#%#%.0'(]�"$)1>,"$'*#%)1G�&('*>,.0'*BC#�),41&6'*&(+-2�S-),41&(/�8:41&(8:J7#�),41&6G�&('*BC"$),S-L�"$),41.09�)1&(@A&('
&(/1),&('*"$/1F=+R8:'*"$),"$8:+-;?#%&(8:),"$.0/UT���/1>,.0'*),9�/1+-),&(;$<7S-'*&(;$+-WX&(2�8:+-8:41&68:.0/1#%"$#%),&(/18:<=G�'*.041" H "$),#
),41"$#�.0G�),"$BC"$M-+-),"$.0/�.0/�BC9�;$),"$G�'*.08:&(#%#%.0'*#-T

��41&6;$.08:J7#�+-/12�),41&6+-8:8:&(#%#�8:41&(8:J BC+-J7&6+R'*&(BC.0),&6G�.0"$/1),&('E.0G�&('*+-),"$.0/�BC.0'*&
&(WXG�&(/1#%"$@A&6),41+-/�+R;$.08:+-;?G�.0"$/1),&('E.0G�&('*+-),"$.0/UT���41&('*&6"$#�.0/1&6+-2�2�"$),"$.0/1+-;?8:.0#%)12�9�&6),.
;$.0#%)1.0G�),"$BC"$M-+-),"$.0/�.0G�G�.0'*),9�/1"$),"$&(#-T���"$J7&6Z,+-@A+-S-��9�/1+R2�&(>,"$/1&(#�),41&6#%&(BC+-/1),"$8:#�.0>1+
G�'*.0F7'*+-B\"$/�+R#%),'*"$8:),S-2�&(),&('*BC"$/1"$#%),"$8sL�+-<=�,&(WX8:&(G�)1>,.0'EBC9�;$),"$),41'*&(+-2�" /1F7S-L�41"$8:4
"$/1),'*.02�9�8:&(#�;$"$BC"$),&(2�/1.0/12�&(),&('*BC"$/1"$#%BC�qT���.0/1#%"$2�&('E),41&6>,.0;$;$.0L�"$/1F=8:.02�&7]

List~ x = ...;  
List~ y = ...;  
x = x.next;  
y = y.next;  

Figure 4.3: Deterministic evaluation 
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public class Vector {  
    ...  
    public static Vector copy(Vector~ from) {  
        synchronized(from) {  
            Vector to = new Vector();  
            ... copy data from “f rom” to “to”...  
            return to;  
        }  
    }  
}  

Figure 4.4: Remote synchonization 
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public class Vector {  
    ...  
    public static Vector copy(Vector~ from) {  
        Vector to = new  Vector();  
        Permit p = new Permit();  
        from.copy1(to @ p);  
        p.revoke();  
        return to;  
    }  
    private synchronized void copy1(Vector~ to) {  
        ... copy data from “this” to “to”...  
    }  
}  

Figure 4.5: Synthesizing remote locks 

��/12�&('E),41"$#�"$BCG�;$&(BC&(/1),+-),"$.0/1S-),+-#%J=�!8:.0G�"$&(#�),+-#%J= ���#
Vector

. Ha` &(8:) H <
),'*+-/1#%>,&('*'*"$/1F=8:.0/1),'*.0;?),.3 ���#

copy1
>,9�/18:),"$.0/1S-L�41"$8:4�+-8:D79�"$'*&(#�+R;$.08:J=+-/12�8:.0G�"$&(#

),41&62�+-),+1T���/1>,.0'*),9�/1+-),&(;$<7S-),41"$#�'*+-"$#%&(#�),41&68:.0#%)1+-/12�8:.0BCG�;$&(WX" ),<=.0>18:.0G�<7"$/1FYT
579�'*),41&('*BC.0'*&(S- �8:+-/1/1.0)1+-;$;$.08:+-),&6+-/1<=. Ha` &(8:),#�"$/�����#�),+-#%J=2�"$'*&(8:),;$<7S-#%.3"$>

copy1



m-O

/1&(&(2�#�),.3+-;$;$.08:+-),&6. Ha` &(8:),#�"$/��!"$)1BC9�#%)1G�&('*>,.0'*B\+R8:'*.0#%# � ),+-#%J=BC&(),41.02�"$/1@A.08:+-),"$.0/
H +-8:J=),.3��S-L�41"$;$&6#%),"$;$;?41.0;$2�"$/1F=),41&6;$.08:J="$/� sT���41"$#�"$BCG�;$&(BC&(/1),+-),"$.0/�+-;$#%.
9�/12�&('*BC"$/1&(#�Z,+ @A+-��#�/1&(#%),&(2�;$.08:J=+-8:D79�"$#%"$),"$.0/�'*9�;$&(#-]�+R#%"$/1F7;$&6),41'*&(+-2�BC+-<
'*&(+-8:D79�"$'*&6+R;$.08:J=+-#�BC+-/1<=),"$BC&(#�+-#�"$)1L�"$#%41&(#�L�"$),41.09�)12�&(+-2�;$.08:J7"$/1F7S H 9�)18:'*.0#%# �
),+-#%J=BC&(),41.02�"$/1@A.08:+-),"$.0/1#�"$/1@A.0;$@A&6BC9�;$),"$G�;$&6),41'*&(+-2�#-T���>1�!8:+-;$;$#� �S-L�41"$8:4�+-8:D79�"$'*&(#
+R;$.08:J=+-/12�8:+-;$;$#���S-L�41"$8:4�8:+-;$;$#� �+-/12�),'*"$&(# ),.3+-8:D79�"$'*&6),41&6#%+-BC&6;$.08:J=+-F7+-"$/1S-"$)1L�"$;$;
2�&(+-2�;$.08:JYT� �&(8:+-9�#%&6.0>1),41&(#%&6G�'*. H ;$&(BC#%S-��9�/1+-��#�'*&(BC.0),&6#%<7/18:41'*.0/1"$M-+-),"$.0/�"$#�+
#%&(/1#%" H ;$&6>,&(+-),9�'*&7T

4.3 Method invocations and threads 
�!BC&(),41.02�"$/1@A.08:+-),"$.0/�.0/�+R'*&(BC.0),&6G�.0"$/1),&('E8:+-;$;$#�+-/1.0),41&('E),+-#%J7^ #�8:.02�&(S-+-/12

),41&('*&(>,.0'*&6BC9�#%)1&(WX&(8:9�),& "$/�.0/1&6.0>1),41&6.0),41&('E),+-#%J7^ #�),41'*&(+-2�#-T���41"$#�),41'*&(+-2�#%L�"$),8:4
+-;$;$.0L�#�),41&68:+-;$;$&('E),41'*&(+-2�),. H &6J7"$;$;$&(2�L�"$),41.09�)1+ H '*9�G�),;$<=),&('*BC"$/1+-),"$/1F=),41&68:+-;$;$&(&
),41'*&(+-2sT�K�.0L�&(@A&('*S-��9�/1+R"$#�"$BCG�;$&(BC&(/1),&(2�.0@A&('EoQ"$/1l-NRJ7&('*/1&(;?),41'*&(+-2�#%S-+-/12
#%L�"$),8:41"$/1F=J7&('*/1&(;?),41'*&(+-2�#�"$#�+-/�&(WXG�&(/1#%"$@A&6.0G�&('*+-),"$.0/UT ��41&('*&(>,.0'*&(S-8:'*.0#%# � ),+-#%J=8:+-;$;$#
.0/1;$<=#%L�"$),8:4�J7&('*/1&(;?),41'*&(+-2�#�;$+-M-"$;$<7S-L�41&(/�+R8:+-;$;?BC9�#%) H &6"$/1),&('*'*9�G�),&(2sT���/�),41&
/1.0'*BC+-;?8:+-#%&(S-+R8:'*.0#%# � ),+-#%J=8:+-;$;?.0/1;$<=#%L�"$),8:41&(#�#%),+-8:J7#%S-L�41"$8:4�8:+-/ H &62�.0/1&6L�"$),41.09�)
"$/1@A.0;$@A"$/1F=oQ"$/1l-N1T���.3#%&(&641.0L[),41"$#�L�.0'*J7#%S-8:.0/1#%"$2�&('E+RBC&(),41.02�"$/�),+-#%J=�!L�41"$8 4
8:+-;$;$#�+RBC&(),41.02�"$/�),+-#%J= �S-L�41"$8:4�"$/�),9�'*/�8:+-;$;$#�+RBC&(),41.02�"$/�),+-#%J=��T���41"$#�#%&(D79�&(/18:&
&(WX&(8:9�),&(#�"$/�+R#%"$/1F7;$&6J7&('*/1&(;?),41'*&(+-2�S H 9�)1"$/1@A.0;$@A&(#�lR#%&(G�+-'*+-),&6#%),+-8:J7#��,#%&(& 57"$F79�'*&
x T n �qT���>1),+-#%J= �"$#�/1.0L[),&('*BC"$/1+-),&(2�S- �^ #�#%),+-8:J="$#�2�&(+-;$;$.08 +-),&(2�S-��^ #�BC&(),41.02�8:.0/1),"$/19�&(#
),.3'*9�/�"$/�),41&6.0'*"$F7"$/1+-;?J7&('*/1&(;?),41'*&(+-2�S-+-/12�+R/1&(L[J7&('*/1&(;?),41'*&(+-2�"$#�+-;$;$.08:+-),&(2
L�41"$8:4�'*&(#%9�BC&(#���^ #�BC&(),41.02��,+-/12�'*+-"$#%&(#�+-/�&(WX8:&(G�),"$.0/�"$/���^ #�BC&(),41.02�),.3"$/12�"$8:+-),&
),41+-)1),41&68:+-;$;?),.3 �+ H .0'*),&(2�+ H /1.0'*BC+-;$;$<7�qT���41"$#�BC.02�&(;?"$#�#%"$BC"$;$+-'E),.3������BC.02�&(;$#
2 &(#%8:'*" H &(2�>,.0'E),41&6�h+-8:4°� 57��j-x � +-/12���G�'*"$/1F®� K�I6j-l � BC"$8:'*.0J7&('*/1&(;$#-T���)1'*&(),+-"$/1#�),41&
+-2�@A+-/1),+-F7&(#�.0>1J7&('*/1&(;?),41'*&(+-2�#%S-#%9�8:4�+-#�#%8:41&(2�9�;$"$/1F=),41+-)1"$/1),&('*+-8:),#�G�'*.0G�&('*;$<=L�"$),4



m-i

H ;$.08:J7"$/1F=� � 	�S-L�41"$;$&6&(;$"$BC"$/1+-),"$/1F=),41&68:.0#%)1.0>1#%L�"$),8:41"$/1F=J7&('*/1&(;?),41'*&(+-2�#�"$/�),41&
8:.0BCBC.0/�8:+-#%&7T���/1; "$J7&6),41&6Z � I6&('*/1&(;$��#�),41'*&(+-2�#%&(F7BC&(/1)1BC&(8:41+-/1"$#%BCS-"$)1+-;$;$.0L�#
"$BCBC&(2�"$+-),&6+-/12�>,9�;$;?8:;$&(+-/19�GV.0>1+R),&('*BC"$/1+-),&(2�),+-#%J7��#�#%),+-8:J=#%G�+-8:&6+-/12�41&(+-GV2�+-),+1T

��41&62�&(),+-"$;$#�.0>1+R8:'*.0#%# � ),+-#%J=BC&(),41.02�"$/1@A.08:+-),"$.0/�+-'*&6+-#�>,.0;$;$.0L�#-T�57"$'*#%),S-),41&
"$/1@A.08:+-),"$.0/�&(/1),&('*#�+R8:'*"$),"$8:+-;?#%&(8:),"$.0/UT���41&(/�"$)18:4 &(8:J7#�),41&6'*&(BC.0),&6G�.0"$/1),&('*��#�G�&('*BC"$)
>,.0'E'*&(@A.08:+-),"$.0/1S-+-/12�),41'*.0L�#�+-/�&(WX8:&(G�),"$.0/�"$>1),41&6G�&('*BC"$)1"$#�'*&(@A.0J7&(2sT���41&6G�&('*BC"$)
+-;$#%.341.0;$2�#�+RG�.0"$/1),&('E),.3),41&6),+-#%J=),41+-)18:'*&(+-),&(2�),41&6G�&('*BC"$)qT�
�+-8:4�),+-#%J=J7&(&(G�#�+R>,'*&(&
;$"$#%)1.0>1+-@A+-"$;$+ H ;$&6#%),+-8:J7#%S-+-/12�),41&6"$/1@A.08:+-),"$.0/�'*&(),'*"$&(@A&(#�+R#%),+-8:J >,'*.0B\),41"$#�;$"$#%)1�,.0'
+-;$;$.08:+-),&(#�+R/1&(L[#%),+-8:J="$>1),41&6>,'*&(&6;$"$#%)1"$#�&(BCG�),<7�qT

Figure 4.6: Threads and stacks in cross-task invocations 

old kernel thread  

kernel thread  

A’s  
stack  

B’s  
stack  

C’s  
stack  

new kernel thread  

A’s  
stack  

B’s  
stack  

C’s  
stack  



m-N

��&(WX),S-),41&6"$/1@A.08:+-),"$.0/�G�&('*>,.0'*BC#�#%.0BC& H .0.0J7J7&(&(G�"$/1F=L�.0'*JYT���41& H .0),),.0B\.0>
&(+-8:4�#%),+ 8:J=8:.0/1),+-"$/1#�+ H ;$.08:J=.0> H .0.0J7J7&(&(G�"$/1F=2�+-),+-S-+-/12�),41&6),.0GV.0>1),41&6#%),+-8:J="$#
+-;$"$F7/1&(2�),.3+RG�.0L�&('E.0>1N H .09�/12�+-'*<7S-#%.3),41+-)1),41&6;$.08:+-),"$.0/�.0>1),41& H .0.0J7J7&(&(G�"$/1F=2�+-),+
"$#�8:+-;$8:9�;$+-),&(2�L�"$),4�+R#%"$BCG�;$& H "$) � L�"$#%&6½�½!.0G�&('*+-),"$.0/�>,.0;$;$.0L�&(2 H <=+-/¿¾�¾
.0G�&('*+-),"$.0/UT���9�'*'*&(/1),;$<7S-#%),+-8:J7#�+-'*&6n-xRJ7"$; . H <7),&(#�;$.0/1F7S-+-/12�+R@A"$'*),9�+-;?BC&(BC.0'*<
F79�+-'*2�G�+-F7&6G�'*&(@A&(/1),#�&(WX&(8:9�),"$.0/�>,'*.0B\'*9�/1/1"$/1F=.0>,>1),41&6),.0GV.0>1),41&6#%),+-8:JYT��!8:'*.0#%# �
),+-#%J=BC&(),41.02�"$/1@A.08:+-),"$.0/�#%+-@A&(#�),41&6>,.0;$;$.0L�"$/1F="$/1>,.0'*BC+-),"$.0/�"$/�+R#%),+-8:J7��#�2�+-),+R+-'*&(+1]

• 
+RG�.0"$/1),&('E),.3),41&6J7&('*/1&(;?),41'*&(+-2�S-),.341&(;$GV),41&6),&('*BC"$/1+-),"$.0/
BC&(8:41+-/1"$#%B >,"$/12�+-/12�#%9�#%G�&(/12�+R#%),+-8:J7��#�),41'*&(+-2�L�41"$;$&6),41&6#%),+-8:J="$#
H &("$/1F=2�&(#%),'*.0<7&(2 S

• 
),41&6G�&('*BC"$)1.0>1),41&6'*&(BC.0),&6G�.0"$/1),&('*S-9�#%&(2�),.3"$BCG�;$&(BC&(/1)18:'*.0#%# � ),+-#%J
&(WX8:&(G�),"$.0/�41+-/12�;$"$/1F S-+-/12

• 
+RG�.0"$/1),&('E),.38:+-;$;$&('*��#�#%),+-8:J7S-#%+-@A&(2�"$/�),41&68:+-;$;$&(&6#%),+-8:J=2�+-),+-S-+-/12�+
G�.0"$/1),&('E),.3),41&68:+-;$;$&(&(��#�#%),+-8:J7S #%+-@A&(2�"$/�),41&68:+-;$;$&('E#%),+-8:J=2�+-),+-S-#%.3),41+-)
+R8:41+-"$/�.0>1#%),+-8:J7#�"$/�+R#%"$/1F7;$&6J7&('*/1&(;?),41'*&(+-2�>,.0'*B\+R2�.09 H ;$<=;$"$/1J7&(2
;$"$#%)qT

��41& 2�.09 H ;$<=;$"$/1J7&(2�;$"$#%)1"$# 9�#%&(2�2�9�'*"$/1F=),41&6),&('*BC"$/1+-),"$.0/�G�'*.08:&(#%#-]�"$/ 57"$F79�'*&
x T n S-),41&6) &('*BC"$/1+-),"$.0/�BC&(8:41+-/1"$#%B\BC9�#%)1>,"$/12�����#�#%),+-8:J=+-/12�����#�#%),+-8:J=L�41&(/�),+-#%J= 
"$#�),&('*BC"$/1+-),&(2sT���/�'*&(),'*.0#%G�&(8:),S ),41"$#�&(WXG�;$"$8:"$)1;$"$#%) BC+-< H &6#%9�G�&('*>,;$9�.09�# p ),41&68:+-;$;$&(&(��#
G�'*.0;$.0F79�&6#%+-@A&(#�),41&68:+-;$;$&('*��#�>,'*+-BC&6G�.0"$/1),&('E.0/�),41&68:+-;$;$&(&6#%),+-8:J7S-L�41"$8:4�8:.09�;$2 H &
9�#%&(2�+-#�+R;$"$/1J >,'*.0B\),41&68:+-;$;$&(&6),.3),41&68:+-;$;$&('E�,+-#%#%9�BC"$/1F=+R#%+->,&6G�.0"$/1)1BC&(8:41+-/1"$#%BCS
2�&(#%8:'*" H &(2 H &(;$.0L�S-),41+-)18:+-/�+-2�@A+-/18:&6+R),41'*&(+-2�G�+-#%)1+RG�'*.0;$.0F79�&6.0'E&(G�"$;$.0F79�&(�,S-+-/12
),41&6;$"$/1J="$/�),41&6.0),41&('E2�"$'*&(8:),"$.0/�8:.09�;$2 H &68:.0BCG�9�),&(2�.0/�2�&(BC+-/12 H <=),'*+-@A&('*#%"$/1F=),41&
&(/1),"$'*&6;$"$#%)1.0>18:+-;$;$&(& � ),. � 8:+-;$;$&('E;$"$/1J7# T

��/�+-2�2�"$),"$.0/1S-),41&6"$/1@A.08:+-),"$.0/�#%+-@A&(#�),41&68:9�'*'*&(/1)1#%),+-8:J=G�.0"$/1),&('E"$/�),41&68:+-;$;$&('*��#
#%),+-8:J=>,'*+-BC&(S-+-)1+R#%),+-/12�+-'*2�.0>,>,#%&()1'*&(;$+-),"$@A&6),.3),41&6>,'*+-BC&6G�.0"$/1),&('(T���41"$#�"$#�9�#%&(2�),.



m-l

'*&(#%),.0'*&6),41&6#%),+-8:J=G�.0"$/1),&('EL�41&(/�),41&6"$/1@A.08:+-),"$.0/�'*&(),9�'*/1#�.0'E"$>1+-/�&(WX8:&(G�),"$.0/�"$#
),41'*.0L�/�>,'*.0B\),41&68:+-;$; &(&6),.3),41&68:+-;$;$&('(T

57"$/1+-;$;$<7S-),41&6"$/1@A.08:+-),"$.0/�#%L�"$),8:41&(#�),41&6#%),+-8:J=G�.0"$/1),&('E),.3G�.0"$/1)1),.3),41&68:+-;$;$&(&
#%),+-8:J=>,'*+-BC&(S-&(WX"$),#�),41&68:'*"$),"$8:+-;?#%&(8:),"$.0/1S-G�9�#%41&(#�),41&6+-'*F79�BC&(/1),#�),.3),41&68:+-;$;$S-+-/12
8:+-;$;$#�),41&68:+-;$;$&(&68:.02�&7T���41&6.0'*2�&('E.0>1),41&(#%&6.0G�&('*+-),"$.0/1#�"$#�8:.0/1#%),'*+-"$/1&(2�#%;$"$F741),;$< H <
.0/ � 2 &(BC+-/12�),&('*BC"$/1+-),"$.0/UT���9�/1+RBC9�#%)1+-#%#%9�BC&6),41+-) H .0),4�),41&68:+-;$;$&('E+-/12�8:+-;$;$&(&
),+-#%J7#�BC+-<=2�"$#%+-G�G�&(+-'E+-)1+-/1<=BC.0BC&(/1),S-2�&(+-;$;$.08:+-),"$/1F H .0),4�),41&6#%),+-8:J7#�+-/12�),41'*&(+-2�#
9�#%&(2 H <=),41&68:+-;$;gT���2�&(+-;$;$<7S-8:'*"$),"$8:+-;?#%&(8:),"$.0/1#�L�.09�;$2�G�'*.0),&(8:)1),41&6&(/1),"$'*&68:+-;$;?G�'*.08:&(#%#%S
"$/18:;$9�2�"$/1F=),41&6),'*+-/1#%>,&('E.0> 8:.0/1),'*.0;?>,'*.0B\),41&68:+-;$;$&('E8:.02�&6),.3),41&68:+-;$;$&(&68:.02�&(S->,'*.0B
+ H '*9�G�)1),&('*BC"$/1+-),"$.0/UT�K�.0L�&(@A&('*S-),41"$#�L�.09�;$2�'*&(D79�"$'*&6),41&68:+-;$;$&(&68:.02�&6),.3&(WX"$)1),41&
8:'*"$),"$8:+-;?#%&(8:),"$.0/UT���/1>,.0'*),9�/1+-),&(;$<7S-),41&68:+-;$;$&(&68:.02�&6"$# ` 9�#%)1+-/�.0'*2�"$/1+-'*<=Z,+-@A+RBC&(),41.02�S
L�41"$8:4�2�.0&(#�/1.0)1J7/1.0L[L�41&(),41&('E"$)1"$# H &("$/1F=8:+ ;$;$&(2�;$.08:+-;$;$<=.0'E'*&(BC.0),&(;$<YT���41&('*&(>,.0'*&(S
),41&68:+-;$;$&('EBC9�#%)1&(WX"$)1),41&68:'*"$),"$8:+-;?#%&(8:),"$.0/ H &(>,.0'*&68:+-;$;$"$/1F=),41&68:+-;$;$&(&(S-+-/12�>,.0'E+ H '*"$&(>
G�&('*"$.02�.0>1),"$BC&(S-),41&6),41'*&(+-2�'*9�/1#�),41&68:+-;$;$&('*��#�8:.02�&6L�41"$;$&69�#%"$/1F=),41&68:+-;$;$&(&(��#�#%),+-8:JYT
��>1),41&68:+-;$;$&('E.0'E8:+-;$;$&(&6"$#�),&('*BC"$/1+-),&(2�2�9�'*"$/1F=),41"$# G�&('*"$.02�S-��9�/1+-��#�),&('*BC"$/1+-),"$.0/
BC&(8:41+-/1"$#%B\'*&(8:.0F7/1"$M-&(#�),41&6#%"$),9�+-),"$.0/ H <=8:.0BCG�+-'*"$/1F=),41&6#%),+-8:J=G�.0"$/1),&('E�,G�.0"$/1),"$/1F
),.3),41&68:+-;$;$&(&6#%),+-8:J7�1L�"$),4�),41&6>,'*+-BC&6G�.0"$/1),&('E�,#%),"$;$;?G�.0"$/1),"$/1F=),.3),41&68:+-;$;$&('E#%),+-8:J7�,S
+-/12�"$)1+ H .0'*),#�),41&68:'*.0#%# � ),+-#%J=8:+-;$;gT���41"$#�2�.0&(# / . )1+->,>,&(8:)1),41&6G�'*.0F7'*+-B\# &(BC+-/1),"$8:#%S
H 9�)1"$)1'*&(D79�"$'*&(#�),41&6"$BCG�;$&(BC&(/1),+-),"$.0/�),.32�&(+-;?L�"$),4�+R),'*"$8:J7<=#%G�&(8:"$+-;?8:+-#%&7T

�!/1.0'*BC+-;?'*&(),9�'*/�>,'*.0B\+R'*&(BC.0),&6BC&(),41.02�"$/1@A.08:+-),"$.0/�&(/1),&('*#�+R8:'*"$),"$8:+-;
#%&(8:),"$.0/1S-'*&(#%),.0'*&(#�),41&68:+-;$;$&('E.0'*"$F7"$/1+-;?#%),+-8:J=G�.0"$/1),&('*S-'*&(),9�'*/1#�),41&68:+-;$;$&(&6#%),+-8:J=),.3"$),#
>,'*&(&6G�.0.0;$S-/19�;$;$"$>,"$&(#�),41& 8:+-;$;$&('*��#�G�.0"$/1),&('E),.3),41&68:+-;$;$&(&(S-+-/12�&(WX"$),#�),41&68:'*"$),"$8:+-;
#%&(8:),"$.0/UT���/�),.0),+-;$S-+R8:'*.0#%# � ),+-#%J=8:+-;$;?'*&(D79�"$'*&(#�&(/1),&('*"$/1F=+-/12�&(WX"$),"$/1F=+R8:'*"$),"$8:+-;?#%&(8:),"$.0/
),L�"$8:&(S ` 9�#%)1+-#�"$/�),41&6Z � I6&('*/1&(;gT

��41&68:+-;$;$&(&6BC+-<=+-;$#%.3'*&(),9�'*/�8:.0/1),'*.0;?),.3),41&68:+-;$;$&(' H <=),41'*.0L�"$/1F=+-/
&(WX8:&(G�),"$.0/UT�
�WX8:&(G ),"$.0/1#�"$/�Z,+-@A+R+-'*&6. Ha` &(8:),#%S-#%.3+-/�&(WX8:&(G�),"$.0/�),41'*.0L�/�+-8:'*.0#%#�+R),+-#%J



m-x

H .09�/12�+-'*<=BC9�#%) H &6'*&(>,&('*'*&(2�),. H <=+R'*&(BC.0),&6G�.0"$/1),&('(T���41"$#�'*&(BC.0),&6G�.0"$/1),&('
8:.0/1#%"$#%),#�.0>1+RG�.0"$/1),&('E),.3),41&6&(WX8:&(G�),"$.0/�. Ha` &(8:)1G�+-"$'*&(2�L�"$),4�),41&6G�&('*BC"$)1.0>1),41&
'*&(BC.0),&6G�.0"$/1),&('E9�#%&(2�),.3BC+-J7&6),41&68:'*.0#%# � ),+-#%J=BC& ),41.02�"$/1@A.08:+-),"$.0/UT���+-),41&('E),41+-/
8:41+-/1F7"$/1F=Z,+-@A+-��#�),'*< � 8:+-),8:4�BC&(8:41+-/1"$#%B\),.38:+-),8:4�'*&(BC.0),&6G�.0"$/1),&('*#�2�"$'*&(8:),;$<7S-��9�/1+
H .0WX&(#�),41&6'*&(BC.0),&6&(WX8:&(G�),"$.0/�G�.0"$/1),&('E"$/1#%"$2�&6+R;$.08:+-;

TaskNestedException
. Ha` &(8:),S-L�41"$8:4�),41&6G�'*.0F7'*+-B\8:+-/�8:+-),8:4�+-/12 ),41&(/ &(WX),'*+-8:) ),41& H .0WX&(2 '*&(BC.0),&
G .0"$/1),&(' T

4.3.1 Terminating threads 
��"$J7&6),41&6Z � I6&('*/1&(;$S-��9�/1+R#%),.0G�#�+R),+-#%J7��#�),41'*&(+-2�#�L�41&(/�),41&6),+-#%J="$#

),&('*BC"$/1+-),&(2sT� �&(8:+-9�#%&6��9�/1+-��#�������BC.02�&(;?2�"$#%#%.08:"$+-),&(#�#%),+-8:J7#�+-/12�J7&('*/1&(;?),41'*&(+-2�#%S
��9�/1+-��#�),41'*&(+-2�),&('*BC"$/1+-),"$.0/�"$#�2�'*"$@A&(/ H < dfb,c:�qesb,�f�f¢����7c:b,���:� p ��9�/1+R>,"$/12�#�+-/12
2�&(+-;$;$.08:+-),& #�+R),+-#%J7��#�#%),+-8:J7#%S-+-/12�),41&(/�'*&(+-'*'*+-/1F7&(#�J7&('*/1&(;?),41'*&(+-2�#�),.3BC+-),8:4�),41&
'*&(BC+-"$/1"$/1F=#%),+-8:J7#�"$/�),41&6#%<7#%),&(B�T�
�+-8:4�),+-#%J=J7&(&(G�#�+R;$"$#%)1.0>1"$),#�#%),+-8:J7#-T�57.0'E&(+-8:4
#%),+-8:J="$/�+R2�<7"$/1F=),+-#%J7��#�;$"$#%),S-��9�/1+R;$.0.0J7#�9�GV),41&6#%),+-8:J7��#�J7&('*/1&(;?),41'*&(+-2�+-/12
+-2�@A+-/18:&(#�),41"$#�),41'*&(+-2�),.3+R#%+->,&6G�.0" /1),S-#%.3),41+-)1��9�/1+R8:+-/�+-/1+-;$<7M-&6),41&6#%),+-),&6.0>1),41&
),41'*&(+-2sT�57.0'E&(WX+-BCG�;$&(S H &("$/1F=+-)1+R#%+->,&6G�.0"$/1)1&(/1#%9�'*&(#�),41+-)1+R),41'*&(+-2�"$#�/1.0)1"$/�),41&
BC"$2�2�;$&6.0>1&(WX&(8:9�),"$/1F=+R>,9�/18:),"$.0/�G�'*.0;$.0F79�&6.0'E&(G�"$;$.0F79�&(S-#%.3),41+-)1),41&6>,'*+-BC&6G�.0"$/1),&('
+-/12�#%),+-8:J=G�.0"$/1),&('E8:.0'*'*&(8:),;$<=2�&(#%8:'*" H &6),41&6>,'*+-BC&(#�41&(; 2 H <=),41&6J7&('*/1&(;?),41'*&(+-2sT���/
+-2�2�"$),"$.0/1S-#%+->,&6G�.0"$/1),#�'*&(8:.0'*2�F7+-' H +-F7&68:.0;$;$&(8:),"$.0/�"$/1>,.0'*BC+-),"$.0/1S-L�41"$8:4�"$#�9�#%&(2�),.
41&(;$GV8:;$&(+-/�9�GV+R),&('*BC"$/1+-),&(2�#%),+-8:J7��#�#%),+-),&7T

��.0/1#%"$2�&('E),41&6&(WX+-BCG�;$&6+ H .0@A&(S-L�41&('*&(S-"$/�+R#%"$/1F7;$&6J7&('*/1&(;?),41'*&(+-2�S-),+-#%J=�
8:+-;$;$#�),+-#%J= �S-L�41"$8:4�8:+-;$;$#�),+-#%J=��S-+-/12�) 41&(/�),+-#%J= �"$#�),&('*BC"$/1+-),&(2sT���>,),&('E+-2�@A+-/18:"$/1F
),41&6J7&('*/1&(;?),41'*&(+-2�),.3+R#%+->,&6G�.0"$/1),S-��9�/1+R#%&(&(#�),41+-)1 ���#�#%),+-8:J="$# H ;$.08:J7&(2�L�+-"$),"$/1F=>,.0'
����#�#%),+-8:J=),.3'*&(),9�'*/UT���"$/18:&6��L�"$;$;?41+-@A&6/1.0),41"$/1F=),.3'*&(),9�'*/�),.3+->,),&('E �"$#�F7.0/1&(S-��9�/1+



m-v

BC.02�"$>,"$&(#�),41& H .0),),.0BCBC.0#%)1'*&(),9�'*/�+-2�2�'*&(#%#�.0/�����#�# ),+-8:J7S-L�41"$8:4�9�#%&(2�),.3G�.0"$/1)1),.
 ���#�8:.02�&(S-),.3G�.0"$/1)1),.3+R>,9�/18:),"$.0/�),41+-)1D79�"$&(),;$<=&(WX"$),#�),41&6),41'*&(+-2�L�41&(/���'*&(),9�'*/1#-T

��&(WX),S-��9�/1+R8:;$&(+-/1#�9�GV+-/1<=F7;$. H +-;?#%),+-),&6),41+-)1),41&6#%),+-8:J=41+-#�&(#%),+ H ;$"$#%41&(2sT

�+-8:4�#%),+-8:J=J7&(&(G�#�+R;$"$#%)1.0>1),41&6'*&(BC.0),&6;$.08:J7#�),41+-)1"$)141.0;$2�#%S-+-/12���9�/1+R),'*+-@A&('*#%&(#
),41"$#�;$"$#%)1),.3>,'*&(&6),41&(#%&6;$.08:J7#-T���#�2�&(#%8:'*" H &(2 H &(;$.0L["$/�#%&(8:),"$.0/ x1T n1T i S-#%),+-8:J7#�BC+-<
'*&(F7"$#%),&('E),41&("$'E>,'*+-BC&(#�L�"$),4�+RG�&('*BC"$)1"$/�.0'*2�&('E),.3'*&(8:&("$@A&6"$BCBC&(2�"$+-),&69�G�2�+-),&(#
L�41&(/1&(@A&('E+RG�&('*BC"$),��#�#%),+-),&68:41+-/1F7&(#-T���9�/1+RG�.0G�#�&(+-8:4�#%),+-8:J=>,'*+-BC&6.0/1& H <=.0/1&(S
9�#%"$/1F=),41&6F7+-' H +-F7&68:.0;$;$&(8:),"$.0/�"$/1>,.0'*BC+-),"$.0/�"$/�&(+-8:4�>,'*+-BC&6),.3"$2�&(/1),"$>,<=+-/12
9�/1'*&(F7"$#%),&('E+-/1<=>,'*+-BC&(#�'*&(F7"$#%),&('*&(2�L�"$),4�#%.0BC&6G�&('*BC"$)qT

57"$/1+-;$;$<7S-��9�/1+R#%&(&(#�),41+-)1�!"$# H ;$.08:J7&(2�L�+-"$),"$/1F=>,.0'E �),.3'*&(),9�'*/UT���"$/18:&6 �L�"$;$;
/1&(@A&('E'*&(),9�'*/1S-��9�/1+R+-#%#%"$F7/1#�+R/1&(L[J7&('*/1&(;?),41'*&(+-2�),.3' 9�/�����#�#%),+-8:J7S-+-/12�#%&(),#�),41&
"$/1"$),"$+-;?"$/1#%),'*9�8:),"$.0/�G�.0"$/1),&('E.0>1),41"$#�J7&('*/1&(;?),41'*&(+-2�),.3+-/�&(WX8:&(G�),"$.0/�41+-/12�;$&('(T���41&
/1&(L[J7&('*/1&(;?),41'*&(+-2���#�>,'*+-BC&6G�.0"$/1),&('E"$#�&(#%),+ H ;$"$#%41&(2�>,'*.0B\),41& H .0),),.0BCBC.0#%)1#%+-@A&(2
>,'*+-BC&6G�.0"$/1),&('E.0/� ���#�#%),+-8:J7S-+-/12�),41&6),41'*&(+-2���#�#%),+-8:J=G�.0"$/1),&('E"$#�'*&(#%),.0'*&(2�>,'*. B\"$),#
#%+-@A&(2�@A+-;$9�&6"$/�����#�),.0G�BC.0#%)1>,'*+-BC&7T���+-;$;$&(& � #%+-@A&(#�'*&(F7"$#%),&('*#%S-41.0L�&(@A&('*S-+-'*&
"$BCG�.0#%#%" H ;$&6),.3'*&(#%),.0'*& p "$) " #�8:.0/18:&("$@A+ H ;$&6),41+-)18:+-;$;$&(&6#%+-@A&(#�'*&(F7"$#%),&('*#�BC"$F741) H &
G�+-#%#%&(2�+-;$;?),41&6L�+-<=>,'*.0B\�!),41'*.09�F74� �),.3� H &(>,.0'*& H &("$/1F=#%G�"$;$;$&(2�S-+-/12���9�/1+-��#
F7+-' H +-F7&68:.0;$;$&(8:),"$.0/�"$/1>,.0'*BC+ ),"$.0/�"$#�/1.0)1G�.0L�&('*>,9�;?&(/1.09�F74�),.3>,"$/12�),41&6#%G�"$;$;$&(2
@A+-;$9�&(#�"$/�����#�#%),+-8:J=>,'*+-BC&(#-T���41&('*&(>,.0'*&(S ����#�&(WX8:&(G�),"$.0/�41+-/12�;$&('EBC9�#%)1+-#%#%9�BC&6),41+-)
+-;$;?8:+-;$;$&(& � #%+-@A&(#�'*&(F7"$#%),&('*#�+-'*&6;$.0#%),S-+-/12�+-/1<=@A+-;$9�&(#�),41+-)1),41&641+-/12�;$&('E'*&(;$"$&(#�.0/
BC9�#%) H &6#%G�"$;$;$&(2 H &(>,.0'*&6BC+-J7"$/1F=),41&68:'*.0#%# � ),+-#%J=" /1@A.08:+-),"$.0/�),.3 sT

��/�),41&6&(WX+-BCG�;$&6+ H .0@A&(S- ���#�#%),+-8:J=L�+-#�#%),.0G�G�&(2�L�41"$;$& H ;$.08:J7&(2�.0/�+R8:'*.0#%# �
),+-#%J=BC&(),41.02�"$/1@A.08:+-),"$.0/UT���9�/1+RBC9�#%)1+-;$#%. H &6+ H ;$&6),.3),&('*BC"$/1+-),&6),41'*&(+-2�#�),41+-)1+-'*&
H ;$.08:J7&(2�.0/�J7&('*/1&(;?� � 	�S-L�"$),41.09�)1;$&(+-@A"$/1F=),41&6� � 	�"$/�+R2�+-BC+-F7&(2�#%),+-),&7T���41&6BC.0#%)
. H @A"$.09�#�L�+-<=),.3# ),.0GV#%9�8:4�),41'*&(+-2�"$#�),.39�#%&6������#

TerminateThread
>,9�/18:),"$.0/1t

41.0L�&(@A&('*S-������#�2�.08:9�BC&(/1),+-),"$.0/�L�+-'*/1#�),41+-)1�-"$>1),41&6),+-'*F7&()1),41'*&(+-2�"$#�&(WX&(8:9�),"$/1F



m-n

8:&('*),+-"$/�J7&('*/1&(;$l-NR8:+-;$;$#�L�41&(/�"$)1"$#�),&('*BC"$/1+-),&(2�S-),41&6J7&('*/1&(;$l-NR#%),+-),&6>,.0'E),41&6),41'*&(+-2�^ #
G�'*.08:&(#%#�8:.09�;$2 H &6"$/18:.0/1#%"$#%),&(/1),S��R#%.3��9�/1+R9�#%& #�+RBC.0'*&68:+-9�),"$.09�#�+-G�G�'*.0+-8:4�),.
#%),.0G�G�"$/1F=),41& H ;$.08:J7&(2�),41'*&(+-2sT�
�+-8:4���9�/1+R),41'*&(+-2�41.0;$2�#�+R#%G�&(8:"$+-;?����&(@A&(/1)1),41+-)
"$#�#%"$F7/1+-;$&(2�L�41&(/�),41&6),41'*&(+-2�"$#�#%),.0G�G�&(2sT� �;$.08:J7"$/1F=� � 	�>,9�/18:),"$.0/1#�"$/���9�/1+R9�#%&
+-#%<7/18:41'*.0/1.09�#�� � 	�>,9�/18:),"$.0/1#%S-+-/12�),41&(/ H ;$.08:J=L�+-"$),"$/1F=>,.0'E&("$),41&('E),41&6� � 	�),.
8:.0BCG�;$&(),&6.0'E),41&6),41'*&(+-2���#�#%G�&(8:"$+-;?&(@A&(/1)1),. H &6#%"$F7/1+-;$&(2�S-#%.3),41+-)1��9�/1+R8:+-/�&(+-#%"$;$<
9�/ H ;$.08:J=),41&6),41'*&(+-2�+-/12�8:+-/18:&(;?),41&6+-#%<7/18:41'*.0/1.09�#�� � 	��,9�#%"$/1F=������#

CancelIo
>,9�/18:),"$.0/1�1L�41&(/�),41&6),41'*&(+-2�"$#�#%),.0G�G�&(2sT

4.4 Garbage collection and safe points 
��9�/1+R&(WX),&(/12�#��h+-'*BC.0),��#�#%),.0G � +-/12 � 8 .0G�<=F7+-' H +-F7&68:.0;$;$&(8:),.0'E),.32�&(+-;?L�"$),4

G�&('*BC"$),#�+-/12�),.3#%9�G�G�.0'*)1#%+->,&6G�.0"$/1),#�+-) H +-8:J7L�+-'*2�# H '*+-/18:41&(#-T�oQ41&(/�),41&68:.0;$;$&(8:),.0'
),'*+-@A&('*#%&(#�+R'*&(BC.0),&6G�.0"$/1),&('*S-"$)18:41&(8:J7#�),.3#%&(&6L�41&(),41&('E"$),#�G�&('*BC"$)1L�+-#�'*&(@A.0J7&(2sT���>
),41&6G�&('*BC"$)1"$#�9�/1'*&(@A.0J7&(2�S-),41&(/�),41&6'*&(BC.0),&6G�.0"$/1),&('E"$#�),'*&(+-),&(2�+-# +R#%),'*.0/1F=G�.0"$/1),&('*S
L�41"$;$&6"$>1),41&6G�&('*BC"$)1"$#�/19�;$;?.0'E'*&(@A.0J7&(2�S-),41&6'*&(BC.0),&6G�.0"$/1),&('E"$#�),'*&(+-),&(2�+-#�+RL�&(+-J
G�.0"$/1),&('*S-#%"$/18:&6),41&6'*&(@A.08:+-),"$.0/�BC+-J7&(#�),41&6. Ha` &(8:)1#%&(BC+-/1),"$8:+-;$;$<=9�/1'*&(+-8:41+ H ;$&
),41'*.09�F74�),41&6'*&(BC.0),&6G�.0"$/1),&('(T���41"$#�+-;$;$.0L�#�+R),+-#%J7^ #�. Ha` &(8:),#�),. H &6F7+-' H +-F7&
8:.0;$;$&(8:),&(2�&(@A& /�"$>1),41&('*&6+-'*&6.09�),#%),+-/12�"$/1F='*&(@A.0J7&(2�'*&(BC.0),&6G�.0"$/1),&('*#�),.3),41&6. Ha` &(8:),#-T
��/�G�+-'*),"$8:9�;$+-'*S-L�41&(/�+R),+-#%J="$#�),&('*BC"$/1+-),&(2�S-+-;$;?.0>1),41&6),+-#%J7^ #�G�&('*BC"$),#�+-'*&
+-9�),.0BC+-),"$8:+-;$;$<='*&(@A.0J7&(2�S-8:+-9�#%"$/1F=+-;$;?),41&6),+-#%J7^ #�. Ha` &(8:),#�),. H &(8:.0BC&68:.0;$;$&(8:),+ H ;$&(S-#%.
),41+-)1+R),+-#%J7^ #�'*&(#%.09�'*8:&(#�+-'*&6'*&(8:;$+-"$BC& 2�L�41&(/�),41&6),+-#%J="$#�),&('*BC"$/1+-),&(2sT

�h+-'*BC.0),��#�F7+-' H +-F7&68:.0;$;$&(8:),.0'E8:+-/1/1.0)1'*9�/�9�/1),"$;?+-;$;?),41'*&(+-2�#�'*&(+-8:4�+R#%+->,&
G�.0"$/1),S-#%.3),41+-)1�h+-'*BC.0)18:+-/�&(WX+-BC"$/1&6&(+-8:4�#%),+-8:J7��#�#%),+-),&6+-8:8:9�'*+-),&(;$<YT
��/1>,.0'*),9�/1+-),&(;$<7S-�h+-'*BC.0)1.0/1;$<=G�;$+-8:&(#�#%+->,&6G�.0"$/1),#�+-)1+-;$;$.08:+-),"$.0/�G�.0"$/1),#�+-/12
H ;$.08:J7"$/1F=#%<7#%),&(B\8:+-; ;$#-T���/12�&('E),41"$#�+-G�G�'*.0+-8:41S-+R),41'*&(+-2�8:+-/�'*9�/�>,.0'*&(@A&('EL�"$),41.09�)
+-;$;$.08:+-),"$/1F=BC&(BC.0'*<=.0' H ;$.08:J7"$/1F=.0/�+R#%<7#%),&(B\8:+-;$;$S-#%.3),41+-)1"$)1/1&(@A&('E'*&(+-8:41&(#�+R#%+->,&



m-k

G�.0"$/1),S-+-/12�),41&6F7+-' H +-F7&68:.0;$;$&(8:),.0'E8:+-/�/1&(@A&('E'*9�/UT���"$/18:&6��9�/1+R#%9�G�G�.0'*),#�9�/1),'*9�#%),&(2
+-G�G�;$"$8:+-),"$.0/1#%S-"$)18:+-/1/1.0)1+-;$;$.0L[+R),41'*&(+-2 ),.3G�&('*>,.0'*B\),41"$#�J7"$/12�.0>12�&(/1"$+-;?.0>1#%&('*@A"$8:&
+-),),+-8:JYT ��41&('*&(>,.0'*&(S ��9�/1+R+-2�2�#�#%+->,&6G�.0"$/1),#�+-)1BC&(),41.02�8:+-;$;$#�+-/12 H +-8:J7L�+-'*2�#
H '*+-/18:41&(#-T�57.0'E&(+-8:4�BC&(),41.02�S-��9�/1+RJ7&(&(G�#�+-/�+-'*'*+-<=.0>1#%+->,&6G�.0"$/1)1;$.08:+-),"$.0/1#-T���.
+-2�@A+-/18:&6+R),41'*&(+-2�),.3+R#%+->,&6G�.0"$/1),S-��9�/1+R#%9�#%G�&(/12�#�),41&6),41' &(+-2�S-8:.0G�"$&(#�),41&
BC&(),41.02���#�8:.02�&6"$/1),.3+R),&(BCG�.0'*+-'*< H 9�>,>,&('*S-.0@A&('*L�'*"$),&(#�&(+-8:4�#%+->,&6G�.0"$/1)1;$.08:+-),"$.0/�"$/
),41&6),&(BCG�.0'*+-'*< H 9�>,>,&('EL�"$),4�+ H '*&(+-J7G�.0"$/1)1"$/1#%),'*9�8:),"$.0/1S->,;$9�#%41&(#�),41&6"$/1#%),'*9�8:),"$.0/
8:+-8:41&(S-8:41+-/1F7&(#�),41&6),41'*&(+-2���#�"$/1#%),'*9�8:),"$.0/�G�.0"$/1),&('E),.3G�.0"$/1)1),.3),41&6),&(BCG�.0'*+-'*<
H 9�>,>,&('*S-'*&(#%9 BC&(#�),41&6),41'*&(+-2�9�/1),"$;?"$)1&(/18:.09�/1),&('*#�+ H '*&(+-J7G�.0"$/1),S-+-/12�),41&(/�),'*+-/1#%>,&('*#
),41&6"$/1#%),'*9�8:),"$.0/�G�.0"$/1),&(' H +-8:J=),.3),41&6.0'*"$F7"$/1+-;?8:.02�&(S-+-2�@A+-/18:&(2�),.3),41&6#%+->,&6G�.0"$/1)
;$.08:+-),"$.0/�'*&(+-8:41&(2�"$/�),41&6),&(BCG�.0'*+-'*< H 9�>,>,&('(T� �<=+-8:),"$/1F=.0/�+R8:.0G�<=.0>1),41&68:.02�&
'*+-),41&('E),41+-/�BC.02�"$>,<7"$/1F=),41&6.0'*"$F7"$/1+-; 8:.02�&(S-),41&6+-2�@A+-/18:&('E+-;$;$.0L�#�.0),41&('E),41'*&(+-2�#�),.
8:.0/18:9�'*'*&(/1),;$<='*9�/�"$/�),41&6.0'*"$F7"$/1+-;?8:.02�&7T���41"$#�&(/1+ H ;$&(#���9�/1+R),.39�#%&6#%+->,&6G�.0"$/1),#�),.
),&('*BC"$/1+-),&6+R),+-#%J7��#�),41'*&(+-2�#%S-L�"$),41.09�)1#%9�#%G�&(/12�"$/1F=+-;$;?),41&6),41'*&(+-2�#�"$/�),41&6#%<7#%),&(B�T

��+-),"$@A&68:.02�&6+-/12�&(WX8:&(G�),"$.0/�41+-/12�;$"$/1F=8:.0BCG�;$"$8:+-),&6��9�/1+-��#�#%+ >,&6G�.0"$/1)
BC&(8:41+-/1"$#%BC#-T���+-;$;$#�),.3/1+-),"$@A&68:.02�&6BC9�#%)1&("$),41&('EG�.0;$;?),.38:41&(8:J="$>1��9�/1+R/1&(&(2�#�),.
"$/1),&('*'*9�G�)1+R),41'*&(+-2�S-.0'*S-"$>1),41&6/1+-),"$@A&68:.02�&6/1&(&(2�#�),. H ;$.08:J="$/12�&(>,"$/1"$),&(;$<7S-'*&(F7"$#%),&('E+
BC+-'*J7&('E.0/�),41&6#%),+-8:J=),41+-)1��9�/1+R9�#%&(#�+-#�+R#%),+-'*),"$/1F=G�.0"$/1)1L�41&(/�#%8:+-/1/1"$/1F=),41&
#%),+-8:JYT�
�WX8:&(G�) "$.0/1#�+-'*&6),'*"$8:J7< H &(8:+-9�#%&6),41&(<=BC+-< H &6),41'*.0L�/�+-)1/1.0/ � #%+->,&6G�.0"$/1),#�"$/
),41&68:.02�&6�,#%"$/18:&6G�'*+-8:),"$8:+-;$;$<=+-/1<=G�.0"$/1),&('E.0G�&('*+-),"$.0/�8:+-/�),41'*.0L[+R/19�;$;?G�.0"$/1),&('
&(WX8:&(G�),"$.0/1S-"$)1#%&(&(BC&(2�L�+-#%),&(>,9�;?),.3BC+-J7&6&(@A&('*<=&(WX8:&(G�),"$.0/�),41'*.0L�"$/1F=G�.0"$/1)1+R#%+->,&
G�.0"$/1),�qT���41"$#�BC&(+-/1#�),41+-)1),41&6&(WX8:&(G�),"$.0/�4 +-/12�;$"$/1F=G�'*.08:&(#%#�BC9�#%)1/1.0)1+-;$;$.08:+-),&6+-/1<
BC&(BC.0'*<=9�/1),"$;?),41&6),41'*&(+-2�8:+-/ H &6+-2�@A+-/18:&(2�),.3+R#%+->,&6G�.0"$/1)qT�	�),41&('*L�"$#%&(S-),41"$#
BC&(BC.0'*<=+-;$;$.08:+-),"$.0/�8:.09�;$2�),'*"$F7F7&('EF7+-' H +-F7&68:.0;$;$&(8:),"$.0/�L�41"$;$&6),41&6),41'*&(+-2�"$#�#%),"$;$;?+-)1+
/1.0/ � #%+->,&6G�.0"$/1),S-L�41"$8:4�L�.09�;$2�2�&(+-2�;$.08:J=),41&6&(WX8:&(G�),"$.0/�41+-/12�;$"$/1F=G�' .08:&(#%#-T
 �&(8:+-9�#%&6.0>1),41"$#%S-��9�/1+-��#�&(WX8:&(G�),"$.0/�41+-/12�;$"$/1F=G�'*.08:&(#%#�>,"$'*#%)1+-2�@A+-/18:&(#�),41&6),41'*&(+-2�),.



m-m

+R@A+-;$"$2�&(WX8:&(G�),"$.0/�41+-/12�;$&('E"$/�),41&6Z,+-@A+R8:.02�&(S-L�41"$8:4�"$#�+R#%+->,&6G�.0"$/1),S-),41&(/�+-;$;$.08:+-),&(#
),41&6&(WX8:&(G�),"$.0/�. Ha` &(8:)1+-/12�>,"$;$;$#�"$/�),41&6&(WX8:&(G�),"$.0/�. Ha` &(8:),��#�#%),+-8:J=),'*+-8:&(S-+-/12�),41&(/
'*9�/1#�),4 &641+-/12�;$&('(T
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Table 4.2: Classes that share code (all are in java.lang) 
Object , Class , VTable , Cloneable , Monitor , Thread , KThread , 
UThread , Task , ThreadPool , ListBase , Revocable , RevocableTree , 
Permit , RegisterFrame , Mother , String , StringBuffer , Character , 
Runnable , Throwable , Error , Exception , RuntimeException , 
StringIndexOutOfBoundsException , ArrayIndexOutOfBoundsExce ption , 
ArrayStoreException , NullPointerException , InternalError , 
ArithmeticException , TaskException , IllegalMonitorStateException , 
TaskDeathException , TaskNestedExcepti on, RevokedException , 
NegativeArraySizeException , CloneNotSupportedException , 
IllegalThreadStateException , InterruptedException , 
IllegalArgumentException , VirtualMachineError  

4.6 Micro-benchmarks and optimizations 
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Table 4.3: Remote pointer performance, without caching optimizations ;$.08:+-; '*&(BC.0),&
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void zero(List~ list) {  
    while(list != null) {  
        list.i = 0;  
        list = list.next;  
    }  
}  

Figure 4.7: Permit caching example I 
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void zero(List~ list0)  {  
    for(;;) {  
        List~ list1 = merge(list0, list2);  
        if(list1 == null) break;  
        list1.i = 0;  
        List~ list2 = list1.next;  
    }  
}  

Figure 4.8: Permit caching example II 
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Λρ.void zero(List{ ρ} list0, permit{ ρ} p0) {  
    for(;;) {  
        List{ ρ} list1 = merge(list0, list2);  
        if(list1 == null) break;  
        list1.i = 0;  
        List{ ρ} list2 = list1.next;  
    }  
}  

Figure 4.9: Permit caching example III 
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local list traversal 
loop:  
  /* list.i = 0 */ 
  mov dword ptr [eax+8],0  
  /* list = list.next */ 
  mov eax,dword ptr [eax+12]  
  /* if(list == 0) goto done */ 
  test eax,eax  
  je done  
  jmp loop  
...  
done:  

remote list traversal 
loop:  
  /* list.i = 0 */ 
  mov dword ptr [eax+8],0  
  /* list = list.next */ 
  mov eax,dword ptr [eax+12]  
  /* if(list == 0) goto done */ 
  cmp eax,0  
  je done  
  jmp loop  
...  
done:  

Figure 4.10: Inner loop assembly code for local and remote list traversals 
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4.7 Luna web server 
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CHAPTER FIVE: 

ALTERNATE APPROACHES TO THE TASK MODEL 
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5.1 Termination, task boundaries 
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5.1.1 Terminating threads 
��.3#%),+-'*),S-8:.0/1#%"$2�&('E),&('*BC"$/1+-),"$/1F=.0/1;$<=),41'*&(+-2�#�L�41&(/�+R),+-#%J="$#�#%419�)12�.0L�/UT

Z,+-@A+-��#�),41'*&(+-2�F7'*.09�G�#�"$BCG�;$&(BC&(/1)1),41"$#�#%),'*+-),&(F7<7S L�41"$8:4�8:'*&(+-),&(#�G�'*. H ;$&(BC#�.0>
2�+-BC+-F7&(2�#%),+-),&6+-/12�>,+-"$;$9�'*&6),.39�/1;$.0+-2�BC+-;$"$8:"$.09�#�8:.02�&7T���&('*BC"$/1+-),"$/1F=),41'*&(+-2�#
BC+-<=;$&(+-@A&6),L�.3>,.0'*BC#�.0>12�+-BC+-F7&(2�#%),+-),&7T�57"$'*#%),S-"$>1+R8:;$"$&(/1)18:+-;$;$#�+R#%&('*@A&('E+-/12�J7"$;$;$#
),41&6),41'*&(+-2�L�41"$;$&6),41&6#%&('*@A&('E"$#�BC+-/1"$G�9�;$+-),"$/1F=+-/�"$/1),&('*/1+-;?2�+-),+R#%),'*9�8:),9�'*&(S-) 41&
#%&('*@A&('*��#�2�+-),+R#%),'*9�8:),9�'*&6"$#�;$&(>,)1"$/�+-/�"$/18:.0/1#%"$#%),&(/1)1.0'E2�&(+-2�;$.08:J7&(2�#%),+-),&7T
��'*+-2�"$),"$.0/1+-;?.0G�&('*+-),"$/1F=#%<7#%),&(BC#�#%.0;$@A&6),41"$#�G�'*. H ;$&(B\&("$),41&(' H <=/1.0)1#%41+-'*"$/1F=),41'*&(+-2�#
H &(),L�&(&(/�+R8:;$"$&(/1)1+-/12�#%&('*@A&('E�,"gT &7T%#%L�"$),8:41"$/1F=),41'*&(+-2�#�L�41&(/�),41&68:;$"$&(/1)18:+-;$;$#�),41&
#%&('*@A&('*�,S-.0' H <=G�;$+-8:"$/1F ),41&6),41'*&(+-2�"$/�+R#%G�&(8:"$+-;?�-J7&('*/1&(;?BC.02�&(�R+-#�"$)1'*9�/1#�"$/�),41&
#%&('*@A&('*S-+-/12�2�&(;$+-<7"$/1F=),&('*BC"$/1+-),"$.0/�.0>1),41&6),41'*&(+-2�9�/1),"$;?"$)1&(WX"$),#�J7&('*/1&(;?BC.02�&7T���41&
Z � I6&('*/1&(;?+-/12���9�/1+R+-'*&6&(WX+-BCG�;$&(#�.0>1),41&6>,"$'*#%)1+-G�G�'*.0+-8:41S-L�41"$8:4�41+-#�),41&
+-2�@A+-/1),+-F7&6.0>1&(WX),&(/12�"$/1F=),.3BC9�),9�+-;$;$<=#%9�#%G�"$8:"$.09�#�8:.0BCBC9�/ "$8:+-),"$.0/UT�I6+->,>,&(	���"$#�+-/
&(WX+-BCG�;$&6.0>1),41&6#%&(8:.0/12�+-G�G�'*.0+-8:41S-L�41"$8:4�41+-#�),41&6+-2�@A+-/1),+-F7&6.0> H &("$/1F=&(+-#%"$&('E),.
"$BCG�;$&(BC&(/1)1&(>,>,"$8:"$&(/1),;$<YT�I6+->,>,&(	���8:.0/1),+-"$/1#�),L�.3BC.02�&(#%S-9�#%&('E+-/12�J7&('*/1&(;$S-+-/12�+
),41'*&(+-2�'*9�/1/1"$/1F="$/�J7&('*/1&(;?BC.02�&68:+-/1/1.0) H &6J7"$;$;$&(2sT���),+-/12�+-'*2�Z,+-@A+R/1&("$),41&('E41+-#
J7&('*/1&(; BC.02�&(#�/1.0'E#%L�"$),8:41&(#�),41'*&(+-2�#%S-;$&(+-@A"$/1F="$)1@A9�;$/1&('*+ H ;$&6),.32�+-BC+-F7&(2�#%&('*@A&('
#%),+-),&7T
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��41&6#%&(8:.0/12�>,.0'*B\.0>12�+-BC+-F7&(2�#%),+-),&6"$# �-c:¢�c � �f�R�:�«ª¬�f�qb,d ]�+ H #%),'*+-8:)12�+-),+-),<7G�&(#
),41+-)1+-'*&6;$&(>,)1"$/�+-/�"$/18:.0/1#%"$#%),&(/1)1.0'E2�&(+-2�;$.08:J7&(2�#%),+-),&6L�41&(/�),41&6),41'*&(+-2�),41+-)1"$#
BC.02�"$>,<7"$/1F=),41&6. Ha` &(8:)1"$#�),&('*BC"$/1+ ),&(2sT���41&6Z � I6&('*/1&(;?+-/12���9�/1+R#%.0;$@A&6),41"$#�G�'*. H ;$&(B
H <=),&('*BC"$/1+-),"$/1F=. Ha` &(8:),#�+-#�L�&(;$;?+-#�),41'*&(+-2�#�L�41&(/�+R),+-#%J="$#�),&('*BC"$/1+-),&(2�S-#%.3),41+-)
2�+-BC+-F7&(2�. Ha` &(8:),# H &(8:.0BC&6"$/1+-8:8:&(#%#%" H ;$&7T���;$),+R+-/12�I6+->,>,&(	���'*&(#%),'*"$8:)1),41&6),<7G�&(#�.0>
. Ha` &(8:),#�),41+-)1),+-#%J7#�8:+-/�#%41+-'*&(S-#%.3),41+-)1"$)1"$#�/1.0)1#%.3&(+-#%< ),.3#%41+-'*&6+ H #%),'*+-8:)12�+-),+-),<7G�&(#
"$/�),41&6>,"$'*#%)1G�;$+-8:&(t-"$>1),L�.3),+-#%J7#�2�.3#%41+-'*&6+-/�. Ha` &(8:)1),41+-)1'*&(;$"$&(#�.0/�#%<7/18:41'*.0/1"$M-+-),"$.0/1S
),41&(/�"$) " #�9�GV),.3),41&6G�'*.0F7'*+-BCBC&('E),.3"$BCG�;$&(BC&(/1)1),41"$#�#%<7/18:41'*.0/1"$M-+-),"$.0/�"$/�+RL�+-<
),41+-)1"$#�'*. H 9�#%)1),.3),&('*BC"$/1+-),"$.0/UT

��41&6#%),+-/12�+-'*2�Z,+-@A+R�����_2�&(>,"$/1&(#�),L�.3L�+ <7#�.0>1#%),.0G�G�"$/1F=+R),41'*&(+-2�S
stop

+-/12
destroy

�,),41&6>,.0'*BC&('EL�+-#�2�&(G�'*&(8:+-),&(2�S-),41&6;$+-),),&(' "$# #%),"$;$; / . )1"$BCG�;$&(BC&(/1),&(2�S
+-#�.0>1Z,+-@A+Ri1T l-�qT

Stop
'*&(;$&(+-#%&(#�+R),41'*&(+-2���#�;$.08:J7#�L�41&(/�J7"$;$;$"$/1F=),41&6),41'*&(+-2�S-;$&(+-@A"$/1F

. Ha` &(8:),#�"$/�+-/�"$/18:.0/1#%"$#%),&(/1)1#%),+-),&(S-L�41"$;$&
destroy

2�.0&(#�/1.0)1'*&(; &(+-#%&6+R),41'*&(+-2�#
;$.08:J7#%S-+-/12�),41&('*&(>,.0'*&6;$&(+-@A&(#�. Ha` &(8:),#�"$/�+R2�&(+-2�;$.08:J7&(2�#%),+-),&7T�� H &(),),&('E+-G�G�'*.0+-8:4
L�.09�;$2 H &6),.3G�;$+-8:&6+R),41'*&(+-2���#�;$.08:J7#�"$/�+R#%G�&(8:"$+-;?�-2�+-BC+-F7&(2�#%),+-),&(�RL�41&(/�),41&
),41'*&(+-2�"$#�J7"$;$;$&(2�S-#%.3),41+-)1+-/1<=#%9 H #%&(D79�&(/1)1+-),),&(BCG�),#�),.3+-8:D79�"$'*&6),41&6;$.08:J7#�'*+-"$#%&6+-/
&(WX8:&(G�),"$.0/1S '*+-),41&('E),41+-/�#%9�8:8:&(&(2�"$/1F=�,+-#�L�"$),4

stop
�,S-.0'E2�&(+-2�;$.08:J7"$/1F=�,+-#�L�"$),4

destroy
�qT���/�.0),41&('EL�.0'*2�#%S-"$>1),41&6#%<7#%),&(B\8:+-/ /1. )1BC+-J7&62�+-BC+-F7&(2�. Ha` &(8:),#

"$/1+-8:8:&(#%#%" H ;$&(S-;$"$J7&6��9�/1+R+-/12�),41&6Z � I6&('*/1&(;?2�.0S-+-)1;$&(+-#%)1"$)1#%41.09�;$2�#%"$F7/1+-;?+-/�&('*'*.0'
L�41&(/1&(@A&('E+R2�+-BC+-F7&(2�. Ha` &(8:)1"$#�+-8:8:&(#%#%&(2sT

5.1.2 Terminating code 
��41&6),41'*&(+-2�),&('*BC"$/1+-),"$.0/�+-G�G�'*.0+-8:4�41+-#�),L�.3#%&('*"$.09�#�G�'*. H ;$&(BC#-]��-F7.0.02��

8:.02�&6BC+-< H &69�/1"$/1),&(/1),"$.0/1+-;$;$<="$/1),&('*'*9�G�),&(2�S-;$&(+-@A"$/1F=2�+-BC+-F7&(2�#%),+-),&(S-+-/12�� H +-2��
8:.02�&6BC+-<=8:.0/1),"$/19�&6),.3'*9�/UT���/�F7&(/1&('*+-;$S-),41&('*&6"$#�/1.3F79�+-'*+-/1),&(&6),41+-)1� H +-2��R8:.02�&
L "$;$; / . )1'*9�/�+-F7+-"$/�&(@A&(/ +->,),&('E),41&6� H +-2�),41'*&(+-2�#%�R+-'*&6F7.0/1&7T���41"$#�#%9�F7F7&(#%),#�+
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2�"$>,>,&('*&(/1)1),&('*BC"$/1+-),"$.0/�BC&(8:41+-/1"$#%B�]�'*+-),41&('E),41+-/�#%),.0GV+R),+-#%J7^ #�),41'*&(+-2�#%S-#%"$BCG�;$<
9�/1;$.0+-2�),41&6),+-#%J7^ #�8:.02�&(S-+-/12�'*+-"$#%&6+-/�&(WX8:&(G�),"$.0/�L�41&(/1&(@A&('E+R),41'*&(+-2�+-),),&(BCG�),#�),.
'*9�/�),41&69�/1;$.0+-2�&(2�8:.02�&7T���/�),41"$#�+-G�G�'*.0+-8:41S-+R),+-#%J="$# 2�&(>,"$/1&(2 H <="$),#�8:.02�&(S-'*+-),41&('
),41+-/�"$),#�. Ha` &(8:),#�.0'E),41'*&(+-2�#-T

	�/1&6/1"$8:&6>,&(+-),9�'*&6.0>1),41"$#�BC.02�&(;?"$#�),41+-)12�+-BC+-F7&(2�. Ha` &(8:),#�+-'*&62�&(+-;$)1L�"$),4
/1&(+-),;$<YT���9�G�G�.0#%&6+-;$;?.0>1+-/�. Ha` &(8:),^ #�BC&(),41.02�#�+-'*&62�&(>,"$/1&(2 H <=+R#%"$/1F7;$&6),+-#%JYT���#
;$.0/1F=+-#�),41&6),+-#%J=#%),+-<7#�+-;$"$@A&(S-),41&6BC&(),41.02�#�L�"$;$;?/1&(@ &(' H &6"$/1),&('*'*9�G�),&(2�S-+-/12�),41&
. Ha` &(8:)1L�"$;$;?/1&(@A&(' H &62�+-BC+-F7&(2�t-),41"$#�"$#�@A&('*<=2�"$>,>,&('*&(/1)1>,'*.0B\),41&6),41'*&(+-2 �
),&('*BC"$/1+-),"$.0/�BC.02�&(;?L�41&('*& H 9�"$;$) � "$/�8:;$+-#%#%&(#�;$"$J7&

String
+-/12

Vector
BC+-< H &

"$/1),&('*'*9�G�),&(2�L�41&(/�#%.0BC&6+-' H "$),'*+-'*<=+-G�G�;$&(),^ #�),41'*&(+-2�"$#�#%),.0G�G�&(2sT���>1),41&6),+-#%J=),41+-)
2�&(>,"$/1&(2�),41& BC&(),41.02�#�"$#�J7"$;$;$&(2�S-+-;$;?.0>1),41&6BC&(),41.02�#�#%),.0GVL�.0'*J7"$/1F=+-)1.0/18:&(S-+-/12�),41&
. Ha` &(8:)1'*+-"$#%&(#�+-/�&(WX8:&(G�),"$.0/�L�41&(/1&(@A&('E"$)1"$#�"$/1@A.0J7&(2sT���41&6#%"$),9�+-),"$.0/�"$#�BC.0'*&
8:.0BCG�;$"$8:+-),&(2�L�41&(/�.0@A&('*'*"$2�"$/1F="$#�),+-J7&(/�"$/1),.3+-8:8:.09�/1),S-#%"$/18:&6+R#%"$/1F7;$&6. Ha` &(8:)1BC+-<
41+-@A&6BC&(),41.02�#�2�&(>,"$/1&(2 H <=BC9�;$),"$G�;$&6),+-# J7#-T

��#�>,+-'E+-#��_J7/1.0L�S-8:.02�& � H +-#%&(2�),&('*BC"$/1+-),"$.0/�L�.09�;$2 H &6&(+-#%<=),.3"$BCG�;$&(BC&(/1)qT
��.3"$BCG�;$&(BC&(/1)1"$BCBC&(2�"$+-),&6),&('*BC"$/1+-),"$.0/1S-),41&6#%<7#%),&(B\8:+-/�.0@A&('*L�'*"$),&6+R),+-#%J7^ #�8:.02�&
L�"$),4 H '*&(+-J7G�.0"$/1),#�.0'E"$;$;$&(F7+-;?"$/1#%),'*9�8:),"$.0/1#��,+-/12�>,;$9�#%4�),41&6"$/1#%),'*9�8:),"$.0/�8:+-8:41&(�,S-.0'
8:41+-/1F7&6),41&6@A"$'*),9�+-;?BC&(BC.0'*<=G�' .0),&(8:),"$.0/�),.3BC+-J7&6),41&68:.02�&6"$/1+-8:8:&(#%#%" H ;$&6�,+-/12�>,;$9�#%4
),41&6���� ��qT�
�@A&(/1),9�+-;$;$<7S-),41&6F7+-' H +-F7&68:.0;$;$&(8:),.0'E'*&(8:;$+-"$BC#�),41&68:.02�&(^ #�#%G�+-8:& H <
"$/1@A+-;$"$2�+-),"$/1F=+-/1<=>,9�/18:),"$.0/�G�.0"$/1),&('*#�),.3),41&69�/1;$.0+-2�&(2�8:.02�&7T

	�/1&6G�.0),&(/1),"$+-;?2�"$>,>,"$8:9�;$),<="$/�),41"$#�#%8:41&(BC&6"$#�"$/1;$"$/1"$/1FYT���>1),+-#%J=�!"$/1;$"$/1&(#�),+-# J
 �^ #�8:.02�&(S-),41&(/�"$>1�!F7&(),#�),&('*BC"$/1+-),&(2�S-),41"$#�"$/1;$"$/1&(2�8:.02�&6F7&(),#�9�/1"$/1),&(/1),"$.0/1+-;$;$<
"$/1),&('*'*9�G�),&(2sT���"$J7&(L�"$#%&(S-"$>1 �F7&(),#�),&('*BC"$/1+-),&(2�S-),41&(/�),41&6"$/1;$"$/1&(2�8:.02�&6>,+-"$;$#�),.3#%),.0GÀT
��.0;$@A"$/1F=),41"$#�G�'*. H ;$&(B\L�.09�;$2�BC&(+-/�),'*+-8:J7"$/1F=),41&6.0L�/1&('*#%41"$GV.0>1"$/1;$"$/1&(2�8:.02�&
"$/1#%"$2�&6"$/12�"$@A"$2�9�+-;?>,9�/18:) "$.0/1#%S-+-/12�G�.0#%#%" H ;$<=>,.0'*F7.0"$/1F=#%.0BC&6.0G�),"$BC"$M-+-),"$.0/
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.0G�G�.0'*),9�/1"$),"$&(#�L�41&(/�"$)1"$#�" B G�'*+-8:),"$8:+-;?),.3),'*+-8:J=8:.02�&6.0L�/1&('*#%41"$GV+-)1#%9�8:4�+R;$.0L
;$&(@A&(;gT

5.1.2.1 Code sharing 

��'*.0#%# � ),+-#%J="$/1;$"$/1"$/1F=BC+-<=#%&(&(B\9�/1"$BCG�.0'*),+-/1)1+-)1>,"$'*#%),S-#%"$/18:&6),+-#%J=8:'*.0#%#%"$/1F7#
"$/�),'*+-2�"$),"$.0/1+-;?#%<7#%),&(BC#�+-'*&6"$/1>,'*&(D79�&(/1)qT�K�. L�&(@A&('*S-8:.02�& � H +-#%&(2�),&('*BC"$/1+-),"$.0/�;$&(+-2�#
),.3+R@A&('*<=2�"$>,>,&('*&(/1)1/1.0),"$.0/�.0>1),+-#%J=8:'*.0#%#%"$/1F=),41+-/�>,.09�/12�"$/���9�/1+R.0'E),41&6Z � I6&('*/1&(;gT
��/�+-;$;?;$+-/1F79�+-F7& � H +-#%&(2�#%<7#%),&(BC#�),41+-) � + B +-L�+-'*&6.0>,S-8:.0BCBC.0/�2�+-),+-),<7G�&68:;$+-#%#%&(#
�,&7T FYT

String
+-/12

Vector
"$/�Z,+-@A+-�1+-'*&6#%41+-'*&(2�+-BC.0/1F=),+-#%J7#-T  <=8:.0/1),'*+-#%) S " /�),41&

8:.02�& � H +-#%&(2�),&('*BC"$/1+-),"$.0/�+-G�G�'*.0+-8:41S
String

+-/12
Vector

H &(;$.0/1F=),.3+R2�"$>,>,&('*&(/1)
),+-#%J=),41+-/1S-#%+-<7S-+-/�+-G�G�;$&()1L�.09�;$2 H &(;$.0/1F=),.�T�
�@A&('*<=8:+-;$;?),.3+RBC&(),41.02�.0>

String
.0'

Vector
"$#�+R),+-#%J=8:'*.0#%#%"$/1F="$/�),41"$#�BC.02�&(;$S-#%.3"$>1),41&6+-G�G�;$&()1"$/1;$"$/1&(#�8 +-;$;$#�),.

String
S-8:+-'*&6BC9�#%) H &6),+-J7&(/�/1.0)1),.3"$/1),&('*'*9�G�)1),41&6"$/1;$"$/1&(2�8:.02�&6L�41&(/�),41&6+-G�G�;$&()

"$#�#%419�)12�.0L�/UT���/1),&('*'*9�G�),"$/1F=+R8:+-;$;?),.
Vector

S->,.0'E&(WX+-BCG�;$&(S-8:.09�;$2�G�'*.02�9�8:&6+
2�+-BC+-F7&(2

Vector
. Ha` &(8:)qT

��#�),41"$#�),41&6'*"$F741)1BC.02�&(;$S-),41.09�F741w¤��&('*41+-G�#�+-/�+-G�G�;$&(),^ #�8:+-;$;?),.3+RBC&(),41.02�.0>

Vector
#%41.09�;$2 H &6"$/1),&('*'*9�G�),&(2�L�41&(/�),41&6+-G�G�;$&()1"$#�#%),.0G�G�&(2sT���41&6��9�/1+ � Z �

I6&('*/1&(;?BC.02�&(;?L�.09�;$2�#%),.0GV+R8:+-;$;?),.
String

.0'
Vector

S-+-#�;$.0/1F="$#�"$)1L�+-#�+R),+-#%J �
;$.08:+-;?8:+-;$;$S-'*+-),41&('E),41+-/�+R8:'*.0#%# � ),+-#%J=8:+-;$;gT���>1+-/�+-G�G�;$&()1BC+-/1+-F7&(#�),.3#%&(/12�.0/1&6.0>1),41&
BC&(),41.02�#�"$/

String
.0'

Vect or
"$/1),.3+-/�"$/1>,"$/1"$),&6;$.0.0G�S-),41&(/�),41&6��9�/1+ � Z � I6&('*/1&(;

BC.02�&(;?L�.09�;$2 H '*&(+-J=),41"$#�;$.0.0G�S-L�41"$;$&6),41&68:.02�& � H +-#%&(2�),&('*BC"$/1+-),"$.0/�BC.02�&(;?L�.09�;$2
/1.0)qT

��41&68:.02�& � H +-#%&(2�),&('*BC"$/1+-),"$.0/�2�.0&(#�/1.0)1&(WXG�;$"$8:"$),;$<='*&(8:.0F7/1"$M-&6),+-#%J
8:'*.0#%#%"$/1F7#-T�57.0'E&(WX+-BCG�;$&(S-L�41&(/�+R8:.0BCG�"$;$&('EF7&(/1&('*+-),&(#�8:.02�&6>,.0'E+RBC&(),4 .02
"$/1@A.08:+-),"$.0/1S-),41&68:.0BCG�"$;$&('E2�.0&(# / . )1+-;$L�+-<7#�J7/1.0L[L�41&(),41&('E),41&68:+-;$;?L�"$;$;?8:'*.0#%#�"$/1),.
+-/1.0),41&('E),+-#%J=.0'E/1.0)qT�	�/1&62�'*+-L H +-8:J=.0>1),41"$#�"$#�),41+-)1),41&('*&6"$#�/1.3.0G�G�.0'*),9�/1"$),<=),.
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+-9�),.0BC+-),"$8:+-;$;$<="$/1#%&('*)1&(WX),'*+R+-8:),"$.0/1#%S-#%9�8:4�+-#�'*&(@A.08:+-),"$.0/�8:41&(8:J7#%S-+-)1),41& H .09�/12�+-'*"$&(#
H &(),L�&(&(/�),+-#%J7#-T

5.1.3 Terminating threads and code 
��41&6��9�/1+ � Z � I6&('*/1&(;?),+-#%J=BC.02�&(;?&(/1#%9�'*&(#�),41+-)1+R),+-#%J7��#�),41'*&(+-2�#�.0/1;$<='*9�/�"$),#

.0L�/�8:.02�&7T���/1<=#%<7#%),&(B\),41+-)1&(/1>,.0'*8:&(#�),41"$#�G�'*.0G�&('*),<=+-9�),.0BC+-),"$8:+-;$;$<=),&('*BC"$/1+-),&(#�+
),+-#%J7��#�8:.02�&6L�41&(/�"$)1),&('*BC"$/1+-),&(#�+R),+-#%J7��#�),41'*&(+-2�#-T���41"$#�'*+-"$#%&(#�),41&6G�.0#%#%" H "$;$"$),< .0>
2�&(>,"$/1"$/1F=+R),+-#%J=+-#�+R8:.0;$;$&(8:),"$.0/�.0>1),41'*&(+-2�#�+-/12�8:.02�&6),.0F7&(),41&('*S H 9�)1;$&(),),"$/1F=. Ha` &(8:),#
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5.2 Sharing 
Ã © �-c:�f�f�R¢��f¢��:�f�R¨-dfÉ-¥�µ�¶u�q�:¢�¢��7�7���qc:b,���:�7ÊR��dY�:�7�Y���fb,b,�f�Yb,�-c:�=b,�-�Y�:b,�-�f�aÇ © �-�:�7���R���:b,�
���Ydf�7�-�-�:�fb,�f�1Ç Ä �-c:b1b,�-�-�fdY���s�-c:b,cs¢�c:�R���Ydf�-c:�f�f�R���fb, |�f�f�=b,c:dfe:d Å �-�f��¢���b,��¨-� b,�-�-�fdfÆ
c:��dfb,�fc:�qb1�-c:b,c:b,�-�-�fdfÆ ��¢�¢��7b,c:�����Y�-c:b,c:Æ��:�7�7�qb,���:�7dYc:�7�R¢��fb,�-�:�-dfÆ-�:�Y¥�µ�¶udfb,�7��daÇ È

��;$),+-S-I6+->,>,&(	���S-��9�/1+-S-+-/12�),41&6Z � I6&('*/1&(;?+-;$;?&(/1>,.0'*8:& H .09�/12�+-'*"$&(# H &(),L�&(&(/
),+-#%J7# H <='*&(#%),'*"$8:),"$/1F=),41&6),<7G�&(#�.0>1. Ha` &(8:),#�),41+-)1),+-#%J7#�BC+-<=#%41+-'*&7]

• 
) 41&6Z � I6&('*/1&(;?+-/12���9�/1+R#%9�G�G�.0'*)1#%41+-'*&(2�������#%),9 H #%S-L�41"$8:4�G�'*.0@A"$2�&
BC&(2�"$+ ),&(2�+-8:8:&(#%#�),.3.0),41&('E),+-#%J7#%��8:.02�& S

• 
��9�/1+R#%9�G�G�.0'*),#�'*&(BC.0),&6�,BC&(2�"$+-),&(2��1G�.0"$/1),&('*#�),.3+-'*'*+-<7#�+-/12�>,"$&(;$2�# S
+-/12

• 
��;$),+R+-/12�I6+->,>,&(	���#%9�G�G�.0'*)12�"$'*&(8:)1�,9�/1BC&(2�"$+-),&(2��1G�.0"$/1),&('*#�),.3.0),41&('
),+-#%J7#%��2�+-),+-S H 9�)1/1.0)1.0),41&('E),+-#%J7#%��8:.02�& T

��.0/1&6.0>1),41&(#%&6#%<7#%),&(BC#�#%9�G�G�.0'*)19�/1BC&(2�"$+-),&(2�+-8:8:&(#%#�),.3.0) 41&('E),+-#%J7#%��8:.02�&7T
��41"$#�G�'*.0G�&('*),<="$#�&(/1>,.0'*8:&(2 H <=@A+-'*"$.09�#�BC&(8:41+-/1"$#%BC#-T���41&6Z � I6&('*/1&(;$��#�8:.0G�<
BC&(8:41+-/1"$#%BC#�'*& ` &(8:)18:;$+-#%#%&(#�),41+-)18:.0/1),+-"$/�>,.0'*&("$F7/�8:.02�&7T���9�/1+RBC&(2�"$+-),&(#�+-;$;?2�+-),+
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Object
S H &(8:+-9�#%&6),41"$#�>,"$&(;$2 BC"$F741)141.0;$2�+-/�. Ha` &(8:)1),41+-)

.0@A&('*'*"$2�&(#�.0/1&6.0>
Object

��#�BC&(),41.02�#%S-#%9�8:4�+-#
equals

.0'
hashCode

T��!G�9�'*&
. Ha` &(8:) � .0'*"$&(/1),&(2�;$+-/1F79�+-F7&(S-L�41&('*&6+-;$;?BC&(),41.02�#�BC+-< H &6.0@A&('*'*"$2�2�&(/1S-L�.09�;$2 H &
&(@A&(/�L�.0'*#%&7T���&(@A&('*),41&(;$&(#%#%S-),41"$#�9�/1BC&(2�"$+-),&(2�#%41+-'*"$/1F="$#�BC9�8:4�&(+-#%"$&('E),.
"$BCG�;$&(BC&(/1)1&(>,>,"$8:"$&(/ ),;$<=),41+-/���9�/1+-��#�BC&(2�"$+-),&(2�#%41+-'*"$/1FYT�K�.0L�&(@A&('*S-I6+->,>,&(	���+-/12
��;$),+R2�. / . )141+-@A&6+ G�'*.0BC"$/1&(/1) ������BC&(8:41+-/1"$#%B\;$"$J7&6��9�/1+R+-/12�),41&6Z � I6&('*/1&(;?2�.0S
L�41"$8:4�;$"$BC"$),#�),41&("$'E&(+-#%&6.0>19�#%&7T���#�),41&('*&6+RL�+-<=),.38:.0B H "$/1&6),41&6#%41+-'*"$/1F="$/�),41&(#%&
#%<7#%),&(BC#�),41+-)1"$#�&(+-#%<=),.3"$BCG�;$&(BC&(/1)1+-/12�#%9�G�G�.0' ),# H .0),4�#%41+-'*&(2�2�+-),+R+-/12������
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5.2.1 Sharing in non-object-oriented languages 
��. #%&(&6),41&6"$BCG�+-8:)1.0>1. Ha` &(8:) � .0' "$&(/1),+-),"$.0/�.0/�#%41+-'*"$/1F7S 8 .0/1#%"$2�&('E+R/1.0/ �
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),<7G�&(# S &(WX8:&(G�)1>,9�/18:),"$.0/1# S #%+-),"$#%>,<=��;$),+ ��# +-/12�I6+->,>,&(	�����#�8:'*"$),&('*"$+R),41+-)1),41&(<=8:+-/1/1.0)
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5.2.2 Revocation 
Ã © �-�:�7��� �f�f¨-�:�qc:b,���:� ���Y�-�f�:¨-���-�f�Rc:b1c:����Æ �:�(�:�:�Y�:�7���Rdf�:¢��Yb,�-�-�fdY���s�:�-�f�fc:b,���:�7dYË,�fÉ � É-�q�f�:dfd ¡
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5.3 Enforcing the task model, symmetric vs. asymmetric 

communication 
Ã §,dY�f�*�:�:�f�q��� � b,�-�Yb,c:dfes¢��:�-�f��b,�-�Y�f�fdf�-�:�7df����������b,�R���sb,�-�Y�-�f� � �fc:¢�¢��f�Y�:�Y�-�:�fdYb,�-�Ydf�-dfb,�f¢
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Ã © �-¢�¢��fb,�f���U¨-dfÉ-c:df�-¢�¢��fb,�f���U�q�:¢�¢��7�7���qc:b,���:�7ÊR�-�:�fdYb,�-�Ydfc:¢��Y�q� ¢�¢��7�7���qc:b,���:�
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5.3.1 Symmetric and asymmetric communication 
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5.3.2 Server-centric vs. client-centric design 
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Figure 5.1: Expressing trust and resources with extra tasks 
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5.4 Resource accounting policy 
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5.5 Garbage collection 
Ã Î �:�fdY�:�7�Y�-�fc:�Rdf�*���:���q�(�:�:�Yc:����b,�-� b,c:dfe:dY���=b,�-�Ydf�-dfb,�f¢�Æ-�:�Y�-�:�fdY�fc:�q�Rb,c:dfes�7�f�f�R��b,dY�: |�
�-�fc:�1Ç È

oQ41"$;$&6��9�/1+R+-/12�),41&6Z � I6&('*/1&(;?"$BCG�;$&(BC&(/1)1+RBC.02�&(;?"$/�L�41"$8:4�"$)1"$#�8:;$&(+-'
L�41"$8:4�),+-#%J=),.38:41+-'*F7&6>,.0'EL�41"$8:4�'*&(#%.09�'*8:&69�#%+-F7&(S-),41&(<=2�.3/1.0)1+-8:),9�+-;$;$<
"$BCG�;$&(BC&(/1)1'*&(#%.09�'*8:&6+-8:8:.09�/1),"$/1F=+-/12�&(/1>,.0'*8:&6'*&(#%.09�'*8:&6;$"$BC"$),#-T���. BC&6.0),41&('
G�'*. ` &(8:),#�41+-@A&6+-2�2�'*&(#%#%&(2�),41"$#�"$#%#%9�&7]�Z,��&(#R� ��@A
�j-m � S-L�41"$8:4�L�+-#�G�.0'*),&(2�),.3),41&6Z �
I6&('*/1&(;$S-;$"$BC"$),#�+R),+-#%J7��#�������S-/1&(),L�.0'*J7S-+-/12�BC&(BC.0'*<=9�#%+-F7&(S-+-/12�I6+->,>,&(	���+-;$#%.



i-i-v

#%9�G�G�.0'*),#�#%"$BC"$;$+-'E;$"$BC"$),#-T�
�/1>,.0'*8:"$/1F=�����!;$"$BC"$),#�"$#�/1.0)1),.0.3G�'*. H ;$&(BC+-),"$8:S-+-#�;$.0/1F
+-#�),41&6&(/1>,.0'*8:&(B &(/1)1"$#�/1.0)1),.0.32�"$#%'*9�G�),"$@A&7T�57.0'E&(WX+-BCG�;$&(S-+R),41'*&(+-2�#%41+-'*&(2
H &(),L�&(&(/�+R8:;$"$&(/1)1+-/12�#%&('*@A&('E#%41.09�;$2�/1.0) H &6#%),.0G�G�&(2�+ H '*9�G�),;$<="$>1),41&68:;$"$&(/1)1'*9�/1#
.09�)1.0>1BC&(BC.0'*<7S H &(8:+-9�#%&6),41"$#�8:.09�;$2�;$&(+-@A&6),41&6#%&('*@A&('E"$/�+R2�+-BC+-F7&(2�#%),+-),&7T���41&
),+-#%J=BC.02�&(;$S-+-#�"$BCG�;$&(BC&(/1),&(2 H <=��9�/1+-S-),41&6Z � I6&(' /1&(;$S-��;$),+-S-I6+->,>,&(	���S-+-/12
��'*��8:41&(BC&(S-&(/1#%9�'*&(#�),41+-)1/1.3#%9�8:4�2�+-BC+-F7&(2�#%),+-),&6+-'*"$#%&(#-T

K�.0L�&(@A&('*S-&(/1>,.0'*8:"$/1F=BC&(BC.0'*<=;$"$BC"$),#�"$#�/1.0)1+-#�&(+-#%<=+-# &(/1>,.0'*8:"$/1F=�����
;$"$BC"$),#%S-&(@A&(/�9�/12�&('E+RBC.02�&(;?L�"$),4�+R8:;$&(+-'E'*&(#%.09�'*8:&6+-8:8:.09�/1),"$/1F=G�.0;$"$8:<YT���.0/1#%"$2�&('
+R#%<7#%),&(B\L�"$),4�i-OR),+-#%J7#%S-&(+-8:4�41+-@A" /1F=+Ri-O-�h �BC&(BC.0'*<=;$"$BC"$)qT���9�G�G�.0#%&6),41+-)1jR.0>
),41&6i-OR),+-#%J7#�+-;$;$.08:+-),&6BC&(BC.0'*<=@A&('*<=#%;$.0L�;$<7S-L�41"$;$&6.0/1&6),+-#%J='*+-G�"$2�;$<=+-;$;$.08:+-),&(#�+-/12
),41'*.0L�#�+-L�+-<=BC&(BC.0'*<=�,G�&('*41+-G�#�"$)1L�+-#�L�'*"$),),&(/�"$/��h���qT���&(#%G�"$),&6"$),#�'*+-G�"$2
+-;$;$.08:+-),"$.0/�'*+-),&(S-),41"$#�.0/1&6),+-#%J=/1&(@A&('E41+-#�BC.0'*&6),41+-/�i-�h �.0>1;$"$@A&62 +-),+-S->,+-' H &(;$.0L
"$),#�i-O-�h �;$"$BC"$)qT���9�G�G�.0#%&6),41+-)1),41&6),+-#%J=41+-# ` 9�#%)1+-;$;$.08:+-),&(2�i-O-�h �.0>12�+-),+-S-.0/1;$<
i-�h �.0>1L�41"$8:4�"$#�#%),"$;$;?;$"$@A&(S-+-/12�),41&6#%<7#%),&(B\2�&(),&(8:),#�),41+-)1),41&6),+-#%J=41+-#�'*&(+-8:41&(2�),41&
i-O-�h �;$"$BC"$)qT���)1L�.09�;$2 / . ) H &6>,+-"$'E),.3),&('*BC"$/1+-),&6.0'E#%9�#%G�&(/12�),41&6),+-#%J=+-)1),41"$#�G�.0"$/1),S
H &(8:+-9�#%&6"$),#�;$"$@A&62�+-),+R"$#�#%),"$;$;?>,+-' H &(;$.0L[),41&6;$"$BC"$)qT���/1>,.0'*),9�/1+-),&(;$<7S +R#%<7#%),&(B\),41+-)
+-;$;$.0L�#�2�+-),+R#%41+-'*"$/1F H &(),L�&(&(/�),+-#%J7# �,#%9�8:4�+-#���9�/1+R.0'EI6+->,>,&(	���� 8:+-/1/1.0)1),&(;$;?41.0L
BC9�8:4�.0>1),41&6+-;$;$.08:+-),&(2�2�+-),+R"$#�;$"$@A&6L�"$),41.09�)1'*9�/1/1"$/1F=F7+-' H +-F7&68:.0;$;$&(8:),"$.0/UT� �9�)1"$)
L�.09�;$2 H & "$/1&(>,>,"$8:"$&(/1)1),.3F7+-' H +-F7&68:.0;$;$&(8:)1+-;$;?i-O-O-�h �"$/�),41&6#%<7#%),&(B\&(@A&('*<=),"$BC&6),41"$#
.0/1&6),+-#%J=+-;$;$.08:+-),&(#�i-O-�h p .0/1&6),+-#%J=L�"$),4�+R@A&('*<=#%BC+-;$;?;$"$BC"$)18:.09�;$2�>,.0'*8:&6),41&
L�41.0;$&6#%<7#%),&(B\),.3#%G�&(/12�BC.0#%)1.0>1"$),#�),"$BC&6F7+-' H +-F7&68:.0;$;$&(8:),"$/1FYT ��41&62�"$>,>,"$8:9�;$)
G�'*. H ;$&(B\"$#�),41+-) .0/1&6),+-#%J="$#�8:+-9�#%"$/1F=>,' &(D79�&(/1)18:.0;$;$&(8:),"$.0/1#%S-L�41"$;$&6.0),41&('E),+-#%J7#�+-'*&
8:+-9�#%"$/1F=;$+-'*F7&68:.0;$;$&(8:),"$.0/1#%S-#%.3),41+-)1),41& #%<7#%),&(B � L�"$2�&6G�'*.02�9�8:)1.0>1),41&6>,'*&(D79�&(/18:< .0>
8:.0;$;$&(8:),"$.0/1#�+-/12�),41&6#%"$M-&6.0>18:.0;$;$&(8:),"$.0/1#�"$#�BC9�8:4�;$+-'*F7&('E),41+-/�),41&6#%9�B\.0>1),41&
G�'*.02�9�8:),# .0>1),41& >,'*&(D79�&(/18:<=+-/12�#%"$M-&6.0>1),41& &(+-8:4 ),+-#%J ��# "$/12�"$@A" 2�9�+-; 8:.0/1),'*" H 9�),"$.0/
),.3F7+-' H +-F7&68:.0;$;$&(8:),"$.0/ T ��/�.0),41&('EL�.0'*2�#%S-),41&6;$+-'*F7&6),"$BC&6#%G�&(/1)1"$/�8:.0;$;$&(8:),"$.0/�"$#�2�9�&



i-i-n

),.3+-/�9�/1>,.0'*),9�/1+-),&6"$/1),&('*+-8:),"$.0/ H &(),L�&(&(/�2�"$>,>,&('*&(/1)1),+-#%J #%��BC&(BC.0'*<=9�#%+-F7&(S-'*+-),41&('
),41+-/ H &("$/1F=),41&6>,+-9�;$)1.0>1+-/1<=#%"$/1F7;$&6),+-#%JYT

	�/1&6#%.0;$9�),"$.0/�"$#�),.3+-;$;$.0L[),+-#%J7#�),.3.0@A&('*' 9�/�),41&("$'E;$"$BC"$),#�+-' H "$),'*+-'*"$;$<="$/
H &(),L�&(&(/�F7+-' H +-F7&68:.0;$;$&(8:),"$.0/1#-T���>,),&('E&(+-8:4�8:.0;$;$&(8:),"$.0/1S-),41&6;$"$@A&6BC&(BC.0'*<=9�#%&(2 H <
&(+-8:4�),+-#%J="$#�8:.0BCG�9�),&(2�+-/12�+-/1<=),+-#%J7#�.0@A&('E),41&("$'E;$"$BC"$),#�+-'*&6#%9�#%G�&(/12�&(2�.0'
),&('*BC"$/1+-),&(2sT�	�/1&62�'*+-L H +-8:J=.0>1),41"$#�"$#�),41+-)1"$)1.0/1;$<=8:+-),8:41&(#�+R),+-#%J=;$.0/1F=+->,),&('E" )141+-#
&(WX8:&(&(2�&(2�),41&6;$"$BC"$),#-T�K�.0L�&(@A&('*S-9�/12�&('E),41&6Z � I6&('*/1&(;?+-/12���9�/1+-��#�),+-#%J=BC.02�&(;$S-),41"$#
2�.0&(# / . )18:+-9�#%&6+-/1<=G�&('*BC+-/1&(/1)12�+-BC+-F7&(S H &(8:+-9�#%&6/1.3BC+-),),&('E41.0L[>,+-'E),41&6),+-#%J
L�&(/1)1.0@A&('E"$),#�;$"$BC"$),S-+-;$;?.0>1"$),#�BC&(BC.0'*<=8:+-/ H &62�&(+-;$;$.08:+-),&(2�"$BCBC&(2�"$+-),&(;$< H <
),&('*BC"$/1+-),"$/1F=),41&6),+-#%J7S-+-#%#%9 BC"$/1F=),41+-)1),41&6#%<7#%),&(BC��#�G�.0;$"$8:<="$#�),.3),&('*BC"$/1+-),&6#%9�8:4�+
),+-#%J="$BCBC&(2�"$+-),&(;$<YT
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5.6 Conclusions 
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